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IN THE CIRCUIT COURT OF THE FOURTH JUDICIAL CIRCUIT 
IN AND FOR DUVAL COUNTY, FLORIDA 

CIVIL DIVISION 

DANIEL KENNEY, individually and on 
behalf all others similarly situated, 

Plaintiff, 

CIVIL ACTION NO. ---

vs. 

) 
) 
) 
) 
) 
) 
) 

JURY TRIAL DEMANDED 

JACKSONVILLE SPINE CENTER, PA., ) 
d/b/a JAX SPINE & PAIN CENTERS, ) 

Defendant. 
) 
) 

CLASS REPRESENTATION 

CLASS ACTION COMPLAINT 

Plaintiff, Daniel Kenney ("Plaintiff'), individually and on behalf of all others similarly 

situated, brings this Class Action Complaint against Jacksonville Spine Center, PA., d/b/a Jax 

Spine and Pain Centers ("Defendant" or "Jax Spine"), and alleges upon personal knowledge as to 

his own actions and his counsels' investigations, and upon information and belief as to all other 

matters as follows: 

NATURE OF THE ACTION 

1. Plaintiff brings this class action against Jax Spine for its failure to properly secure 

and safeguard the private and sensitive information it collected, maintained, stored, analyzed, and 

used to provide its services. This information includes, but is not limited to, personally identifiable 

information ("PII") and protected health information ("PHI"), including full names, addresses, 

Social Security numbers, and dates of birth ( collectively, "Sensitive Information") of 

approximately 38,000 individuals. 1 On or about January 24, 2022, a cyberattack on Jax Spine 

1 Exhibit 1 ("Website Notice of Data Security Incident"), available at https://jaxspine.com/data-
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resulted in a major breach of its patients' PII and PHI (the "Data Breach"), which was accessed by 

the attackers. 

2. To obtain medical treatment, Plaintiff and other patients of Jax Spine entrust and 

provide to Jax Spine an extensive amount of highly sensitive and privileged PII. Jax Spine also 

records an extensive amount of PHI regarding its patients, including diagnoses and treatment 

information. Jax Spine retains this information-even long after the treatment relationship ends. Jax 

Spine acknowledges the importance of the protected information. 2 

3. By obtaining, collecting, using, and deriving a benefit from Plaintiffs and members 

of the proposed Class's PII, Jax Spine assumed legal and equitable duties to those individuals. 

4. Plaintiff and members of the proposed Class are victims of Jax Spine's negligent 

and/or careless acts and omissions and Jax Spine's failure to protect PII and PHI of current and 

former patients. 

5. Specifically, Plaintiff and members of the proposed Class trusted Jax Spine with 

their PII and PHI. But Jax Spine betrayed that trust. Jax Spine failed to use reasonable, up-to-date 

security practices and protocols to prevent the Data Breach that occurred. Jax Spine further failed 

to provide an adequate and accurate notice to Plaintiff and members of the proposed Class. 

6. Prior to notification of the breach, Plaintiff and members of the proposed Class had 

no idea their PII and PHI had been compromised, and that they were, and continue to be, at 

significant risk of identity theft and various other forms of personal, social, and financial harm. 

This risk will carry on for the duration of their lifetimes. 

breach-notification/ (last accessed May 17, 2022). 
2 Exhibit 2 ("Privacy Policy"), available at https://jaxspine.com/patient-privacy/ (last accessed 
Apr. 15, 2022). 
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7. As a result of the Data Breach and Jax Spine's negligence, Plaintiff and members 

of the proposed Class ( defined infra) have been exposed to a present and continuing risk of fraud 

and identity theft. For example, armed with Sensitive Information acquired in the Data Breach, 

data thieves are able to fraudulently open new financial accounts in members of the proposed 

Class's names, use members of the proposed Class's names to obtain government benefits, file 

fraudulent tax returns, obtain driver's licenses in members of the proposed Class's names but with 

another person's photograph, give false information to police during an arrest, take out loans in 

members of the proposed Class's names, and use members of the proposed Class's names to obtain 

medical services. Accordingly, Plaintiff and members of the proposed Class must now and for the 

foreseeable future closely monitor their financial and other accounts to guard against the elevated 

risk of identity theft. 

8. Plaintiff and members of the proposed Class will also incur out-of-pocket costs for 

things such as credit monitoring services, credit freezes, credit reports, and other protective 

measures to deter and detect identity theft. 

9. Plaintiff and the members of the proposed Class therefore bring this lawsuit seeking 

remedies including damages, reimbursement of out-of-pocket-costs, and equitable and injunctive 

relief, including improvements to Jax Spine's data security systems, future annual audits, and 

identity protection services funded by Jax Spine. 

THE PARTIES 

10. Plaintiff, Daniel Kenney, is a natural person and citizen of the State of Florida, 

residing in Duval County, Florida. 
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1 1. Defendant, Jax Spine, is a for profit corporation, organized under the laws of 

Florida, conducting business in Florida, and with its headquarters and principal place of business 

at 1045 Centurion Parkway North, Suite 201, Jacksonville, Florida. 

12. All of Plaintiffs claims stated herein are asserted against Jax Spine and any of its 

owners, predecessors, successors, subsidiaries, agents and/or assigns. 

JURISDICTION AND VENUE 

13. This Court has subject matter jurisdiction over this action pursuant to Florida Stat. 

§ 26.012 and§ 86.011. This Court has jurisdiction over the dispute because this complaint seeks 

damages in excess of $30,000 dollars, exclusive of interest and attorneys' fees. 

14. This Court has personal jurisdiction over Defendant, Jax Spine, pursuant to Florida 

Stat. § 48.193, because Jax Spine personally or through its agents operated, conducted, engaged 

in, or carried on a business or business venture in Florida; had offices in Florida; committed a 

tortious act in Florida; and/or breached a contract in Florida by failing to perform acts required by 

the contract to be performed in Florida. 

15. Venue is appropriate in this Court pursuant to Florida Statute§ 47.011 because the 

Defendant, Jax Spine, is headquartered and does business in Duval County. 

COMMON FACTUAL ALLEGATIONS 

16. Plaintiff and members of the proposed Class are individuals whose PII and/or PHI 

was accessed and/or exfiltrated during the Data Breach. 

A. Background 

17. Jax Spine provides medical services at 6 locations in Florida, where it focuses on 

spinal conditions, fractures, migraines, facial pain, fibromyalgia and herniated discs. 3 Jax Spine 

3 About Our Practice, JAX SPINE, https://jaxspine.com/# (last accessed Mar. 29, 2022). 
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deems itself "North Florida's leading provider of progressive interventional pain relief."4 It 

recently broke ground on the largest free standing surgery center in the region at 54,000 square 

feet and three stories. 5 

18. As a prerequisite to receiving healthcare services, Jax Spine requires its patients to 

provide it with some of their most sensitive and confidential information, including their PII and 

PHI. In its ordinary course of business, Jax Spine maintains patients' full names, addresses, Social 

Security numbers, dates of birth, financial information, health insurance information, medical 

information, diagnoses, and Medicare/Medicaid information. This includes information that is 

static, does not change, and can be used to commit myriad financial crimes. 

19. Jax Spine informs its patients that it collects and maintains patients' PII and PHI 

through its Notice of Privacy Practices ( the "Privacy Policy"). 6 

20. The Privacy Policy states that Jax Spine is "required to maintain the privacy of your 

health information."7 

21. Plaintiff and members of the proposed Class relied on Jax Spine's representations 

that their PII and PHI would be secure before purchasing healthcare services from it. 

22. Further, in purchasing healthcare services from Jax Spine, Plaintiff and members 

of the proposed Class relied on Jax Spine to keep their PII and PHI confidential and securely 

maintained. 

4 Id. 
5 Jax Spine & Pain Center To Break Ground on $25 Million Facility, JAX DAILY RECORD, 
(Feb. 15, 2021) https://www .j axdailyrecord. com/ article/j ax-spine-and-pain-centers-to-break
ground-on-dollar25-million-facility (last accessed Mar. 29, 2022). 
6 Ex. 2. 
7 Id. 
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23. Jax Spine had a duty to adopt reasonable measures to protect Plaintiffs and 

members of the proposed Class's PII and PHI from involuntary disclosure to third parties. 

24. Upon information and belief, Jax Spine failed to properly implement, maintain, and 

safeguard its computer systems, networks, and data as well as to implement and maintain 

reasonable cybersecurity protocols, including, but not limited to: 

a. Failing to maintain an adequate data security system to reduce the risks of 

data breaches and cyber attacks; 

b. Failing to properly monitor its own data security systems for existing 

intrusion, brute force attempts, and clearing of logs; 

c. Failing to apply all available security updates; 

d. Failing to install the latest software patches, update its firewalls, check user 

account privileges; or ensure proper security practices; 

e. Effective password management and encryption protocols, including, but 

not limited to, the use of Multi-Factor Authentication for all users; 

f. Locking, encrypting, and limiting access to computers and files containing 

sensitive information; 

g. Implementing guidelines for maintaining and communicating sensitive 

data; 

h. Protecting sensitive patient information, including personal and financial 

information, by implementing protocols on how to request and respond to 

requests for the transfer of such information and how to securely send 

such information through a secure file transfer system to only known 

recipients; and 
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1. Providing focused cybersecurity awareness training programs for 

employees. 

25. Jax Spine's negligent conduct caused the Data Breach. Jax Spine violated its 

obligation to implement reasonable data security practices and comply with industry standards. 

B. The Data Breach and Notice Letter 

26. On or around January 24, 2022, one or more intruders gained unauthorized access 

to Jax Spine's IT network during a ransomware attack. 8 Jax Spine said the intruder(s) had access 

to a Jax Spine inactive server that maintained patient files created before May 2018 and threatened 

to publish the stolen data unless a ransom was paid. Jax Spine failed to mention in its Notice 

whether the ransom was in fact paid. 9 (the "Data Security Incident") 

27. On or about February 10, 2022, Jax Spine ultimately admitted to the Data Breach. 

Jax Spine posted the Notice of the Breach on its website and sent out Notice letters to patients. On 

or about the same day, Jax Spine reported the Breach to the United States Department of Health 

and Human Services' Office for Civil Rights ("DHHS"). 10 

28. On the one hand, Jax Spine reported to DHHS that the Breach potentially affected 

38,000 individuals and notified its patients that, "the attackers only obtained demographic data 

such as names, addresses, dates of birth, and social security numbers for a limited number of 

individuals but no clinical data was accessed." 11 

8 See Ex. 1. 
9 Id. 
10 U.S. DHHS OFFICE FOR CIVIL RIGHTS, 
https://ocrportal.hhs.gov/ocr/breach/breach _report.jsf (last accessed Mar. 16, 2022). 
11 Id. See also Ex. 1. 
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29. On other hand, the very same day, the cybercriminals taking credit for the Data 

Breach claimed to have stolen the full electronic health records ("EHR") of over 260,000 Jax Spine 

patients. 12 

30. In its Notice, Jax Spine admitted that: 

On Monday, January 24, 2022, Jax Spine & Pain Centers was the victim 
of a ransomware attack on an inactive server that maintained patient files 
created before May 2018.The criminals threatened to publish the stolen 
files online unless a ransom was paid. 

The attackers only obtained demographic data such as names, addresses, 
dates of birth, and social security numbers for a limited number of 
individuals but no clinical data was accessed. 

31. Jax Spine identified only the following actions it undertook to mitigate 

and remediate the harm caused by the Data Breach in the Notice Letter: 

We are conducting an extensive analysis of the contents of the illegally 
obtained data to identify the affected or potentially affected individuals 
and the types of information involved. Once we determine the breached 
information, we will immediately notify affected individuals. 

Please understand that this process is ongoing and we are doing 
everything possible to identify the extent of the breach and notify 
affected patients as soon as possible. 

32. Jax Spine recognized the substantial and high likelihood that Plaintiffs and the 

proposed Class's PII would be misused following the Data Breach, instructing: 

There may be a risk of identity theft and that a third party may view patient 
information as a result of the ransomware attack. 

12 FL: Ransomware group claims to have stolen data on 260,000 patients from Jax Spine and Pain 
Centers; victim remains silent (UPDATED), DATABREACHES.NET, 
https://www.databreaches.net/fl-ransomware-group-claims-to-have-stolen-data-on-260000-
patients-from-jax-spine-and-pain-centers-victim-remains-silent/ (last accessed Apr. 12, 2022). 
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33. Jax Spine should have prevented this Data Breach. Data Breaches are a well-known 

and publicized problem, thus putting Jax Spine on notice that the Sensitive Information in its 

possession was sought after and could be targeted by unauthorized parties or "hackers." 

C. Healthcare providers like Jax Spine are a prime target for cybercriminals because of 
the value of the sensitive information they acquire, collect, maintain, and use 

34. Data breaches have become alarmingly commonplace in the U.S. In 2021, data 

breaches increased by nearly 70% over the previous year, which is over 20% higher than the 

previous all-time high. 13 

35. Furthermore, the healthcare sector was the easiest "mark" among all major sectors 

last year, meaning it had the highest number of data compromises and categorically had some of 

the most widespread exposure per data breach. 14 According to the 2021 Healthcare Information 

and Management Systems Society Cybersecurity Survey, 67% of participating hospitals reported 

having a significant security incident within the last twelve months, with a majority of those being 

caused by "bad actors." 15 

36. "Hospitals have emerged as a primary target because they sit on a gold mine of 

sensitive personally identifiable information for thousands of patients at any given time. From 

social security and insurance policies to next of kin and credit cards, no other organization, 

including credit bureaus, have so much monetizable information stored in their data centers." 16 

13 2021 Annual Data Breach Year-End Review, ITRC, (Jan. 2022), 
https://www.idtheftcenter.org/publication/202 l-annual-data-breach-report-2/ 
14 Id. 
15 2021 HIMSS Cybersecurity Survey, Healthcare Information and Management Systems Society, 
Inc., accessible at: https://www.himss.org/resources/himss-healthcare-cybersecurity-survey (last 
accessed Mar. 16, 2022). 
16 Benishti, Eyal, How to Safeguard Hospital Data from Email Spoofing Attacks, INSIDE 
DIGITAL HEALTH (Apr. 4, 2019), https://www.idigitalhealth.com/news/how-to-safeguard
hospitaldata-from-email-spoofing-attacks. 
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3 7. As storehouses of that lucrative information, medical facilities are also highly 

targeted by cybercriminals because, "primarily due to budget and resources, hospital security 

systems are often less sophisticated and decentralized than those in other industries, such as 

financial services," making them an easier target. 17 

38. PII data for sale is so valuable because PII is so broad, and it can therefore be used 

for a wide variety of criminal activity such as creating fake IDs, buying medical equipment and 

drugs that can be resold on the street, or combining patient numbers with false provider numbers 

to file fake claims with insurers, opening new financial accounts, obtaining government benefits, 

filing fraudulent tax returns, giving false information to police during an arrest, taking out loans, 

and to obtain medical services. 18 

39. The static PII stolen in the Data Breach is significantly more valuable than the loss 

of non-static information, for example, credit card information in a large retailer data breach. 

Victims affected by those retailer breaches could avoid much of the potential future harm by 

simply cancelling credit or debit cards and obtaining replacements. The information compromised 

in the Data Breach-Social Security number, name, date of birth, etc.-is static and cannot 

reasonably be changed. 

40. This data, as one would expect, demands a much higher price on the dark web. 

Martin Walter, senior director at cybersecurity firm RedSeal, explained, "Compared to credit card 

information, personally identifiable information and Social Security numbers are worth more than 

17 Benishti, supra note 18. 
18 What to Know About Identity Theft, FED TRADE COMM'N (April 2021), 
https://consumer.ftc.gov/articles/what-know-about-identity-theft 
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lOx on the black market." 19 Likewise, the FBI has warned healthcare organizations that PII data 

is worth 10 times as much as personal credit card data on the black market. 20 

41. Therefore, the value of Plaintiffs PII on the black market is considerable. Stolen 

PII trades on the black market for years, and criminals frequently post stolen private information 

openly and directly on various "dark web" internet websites, making the information publicly 

available, for a substantial fee of course. 

42. As further evidence of the high value cybercriminals place on the Sensitive 

Information held by Jax Spine and other medical providers, one need look no further than the 

prices they will pay through the dark web. Numerous sources cite dark web pricing for stolen 

identity credentials. For example, $1,250 is the reported average value on the dark web for an 

individuals' identity in the U.S. 21 Additionally, personal information can be sold at a price ranging 

from $40 to $200. 22 Medical records, however, can sell for up to $1,000 each, depending on how 

19 Tim Greene, Anthem Hack: Personal Data Stolen Sells for 1 Ox Price of Stolen Credit Card 
Numbers, IT WORLD (Feb. 6, 2015), http://www.itworld.com/article/2880960/anthem
hackpersonaldata-stolen-sells-for-1 Ox-price-of-stolen-credit-card-numbers.html. 
20 Stolen PHI health credentials can sell for up to 20 times the value of a U.S. credit card number, 
according to Don Jackson, director of threat intelligence at PhishLabs, a cyber-crime protection 
company who obtained his data by monitoring underground exchanges where cyber-criminals 
sell the information. See Rumer, Caroline & Finkle, Jim, Your medical record is worth more to 
hackers than your credit card, REUTERS, (Sep. 24, 2014 ), 
https://www.reuters.com/article/uscybersecurity-hospitals/your-medical-record-is-worth-more
to-hackers-than-your-credit-cardidUSKCNOHJ21I20140924. Dark web monitoring is a 
commercially available service which, at a minimum, Jax Spine can and should perform ( or hire 
a third-party expert to perform). 
21 Dark Web Market Prices: How Much Is Your Data Worth?, ToplOVPN, 
https://www.toplOvpn.com/research/dark-web-prices/ (last accessed Mar. 16, 2022) 
22 Your Personal Data Is For Sale on the Dark Web. Here's How Much It Costs, DIGITAL 
TRENDS (Oct. 16, 2019), https:/ /digitaltrends.com/cpmputing/personal-data-sold-on-the-dark
web-how-much-it-costs/ (last accessed Mar. 16, 2022) 
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complete they are. 23 Alternatively, criminals are able to purchase access to entire company data 

breaches for $900 to $4,500.24 

43. With over 1,000 data breaches per year over the past five years, Jax Spine was well 

aware the Sensitive Information it collects and uses is highly sensitive and of significant value to 

those who would use it for wrongful purposes. 

D. Jax Spine failed to sufficiently protect the PII and PHI that patients entrusted to it 

(i}. Jax Spine failed to adhere to HIPAA 

44. HIP AA circumscribes security provisions and data pnvacy responsibilities 

designed to keep patients' medical information safe. HIP AA compliance provisions, commonly 

known as the Administrative Simplification Rules, establish national standards for electronic 

transactions and code sets to maintain the privacy and security of protected health information. 25 

45. HIP AA provides specific privacy rules that require comprehensive administrative, 

physical, and technical safeguards to ensure the confidentiality, integrity, and security of PII is 

properly maintained. 26 

46. Jax Spine's Data Breach resulted from a combination of inadequacies showing it 

failed to comply with safeguards mandated by HIPAA. Jax Spine's security failures include, but 

are not limited to: 

23 What is Your Personal Information Worth on the Dark Web, HIP AA SECURE NOW!, (Feb. 8, 
2018), https://www.hipaasecurenow.com/what-is-your-personal-information-worth-on-the-dark
web/ (last accessed Mar. 16, 2022) 
24 In the Dark, VPNOVERVIEW (2019), https://www.vpnoverview.com/privacy/anonymous
browsing/in-the-dark/ (last accessed Mar. 16, 2022) 
25 HIP AA lists eighteen types of information that qualify as PHI according to guidance from the 
Department of Health and Human Services Office for Civil Rights, and includes, inter alia: names, 
addresses, any dates including dates of birth, social security numbers, and medical record numbers. 
26 See 45 C.F.R. § 164.306 (Security standards and General rules); 45 C.F.R. § 164.308 
(Administrative safeguards); 45 C.F.R. § 164.310 (Physical safeguards); 45 C.F.R. § 164.312 
(Technical safeguards). 
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a. Failing to ensure the confidentiality and integrity of electronic PII that it 

creates, receives, maintains, and transmits, in violation of 45 C.F.R. § 

164.306(a)(l); 

b. Failing to protect against any reasonably-anticipated threats or hazards to 

the security or integrity of electronic PII, in violation of 45 C.F.R. § 

164.306(a)(2); 

c. Failing to protect against any reasonably anticipated uses or disclosures of 

electronic PII that are not permitted under the privacy rules regarding 

individually identifiable health information, in violation of 45 C.F.R. § 

164.306(a)(3); 

d. Failing to ensure compliance with HIP AA security standards by Jax Spine's 

workforce, in violation of 45 C.F.R. § 164.306(a)(4); 

e. Failing to implement technical policies and procedures for electronic 

information systems that maintain electronic PII to allow access only to 

those persons or software programs that have been granted access rights, in 

violation of 45 C.F.R. § 164.312(a)(l ); 

f. Failing to implement policies and procedures to prevent, detect, contain, 

and correct security violations, in violation of 45 C.F .R. § 164.308(a)(l ); 

g. Failing to identify and respond to suspected or known security incidents and 

failing to mitigate, to the extent practicable, harmful effects of security 

incidents that are known to the covered entity, in violation of 45 C.F.R. § 

164.308(a)(6)(ii); 

13 
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h. Failing to effectively train all staff members on the policies and procedures 

with respect to PII as necessary and appropriate for staff members to carry 

out their functions and to maintain security of PII, in violation of 45 C.F.R. 

§ 164.530(b) and 45 C.F.R. § 164.308(a)(5); and 

1. Failing to design, implement, and enforce policies and procedures 

establishing physical and administrative safeguards to reasonably safeguard 

PII, in compliance with 45 C.F.R. § 164.530(c). 

(ii). Jax Spine failed to adhere to FTC guidelines 

47. According to the Federal Trade Commission ("FTC"), the need for data security 

should be factored into all business decision-making. 27 To that end, the FTC has issued numerous 

guidelines identifying best data security practices that businesses, such as Jax Spine, should 

employ to protect against the unlawful exposure of PII. 

48. In 2016, the FTC updated its publication Protecting Personal Information: A Guide 

for Business, which established guidelines for fundamental data security principles and practices 

for business. 28 The guidelines explain that businesses should: 

a. Protect the personal customer information that they keep; 

b. Properly dispose of personal information that is no longer needed; 

c. Encrypt information stored on computer networks; 

d. Understand their network's vulnerabilities; and 

e. Implement policies to correct security problems. 

27 Start with Security: A Guide for Business, FED. TRADE COMM'N (Sep. 2, 2015), 
https://www.ftc.gov/system/files/documents/plain-language/pdfD205-startwithsecurity.pdf. 
28 Protecting Personal Information: A Guide for Business, FED. TRADE COMM'N (Sep. 28, 
2016), https ://www.fie.gov/ system/files/ documents/plain-language/pdf-013 6 _proteting 
personalinformation. pdf. 
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49. The guidelines also recommend that businesses watch for large amounts of data 

being transmitted from the system and have a response plan ready in the event of a breach. 

50. The FTC recommends that companies not maintain PII longer than is needed for 

authorization of a transaction; limit access to sensitive data; require complex passwords to be used 

on networks; use industry-tested methods for security; monitor for suspicious activity on the 

network; and verify that third-party service providers have implemented reasonable security 

measures. 29 

51. The FTC has brought enforcement actions against businesses for failing to 

adequately and reasonably protect customer data, treating the failure to employ reasonable and 

appropriate measures to protect against unauthorized access to confidential consumer data as an 

unfair act or practice prohibited by Section 5 of the Federal Trade Commission Act ("FTCA"), 15 

U.S.C. § 45. Orders resulting from these actions further clarify the measures businesses must take 

to meet their data security obligations. 

52. Jax Spine's failure to employ reasonable and appropriate measures to protect 

against unauthorized access to patient PII constitutes an unfair act or practice prohibited by Section 

5 of the FTCA, 15 U.S.C. § 45. 

(iii). Jax Spine failed to adhere to industry standards 

53. As stated above, the healthcare industry continues to be a high value target among 

cybercriminals. In 2021, the U.S. healthcare sector experienced over 330 data breaches, a number 

which is likely to continue to grow. 30 The costs of healthcare data breaches per record are among 

29 See Start with Security, supra note 30. 
30 2021 Annual Data Breach Year-End Review, ITRC, (Jan. 2022), 
https ://www.idtheftcenter.org/publication/2021-annual-data-breach-report-2/ 
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the highest across all industries and are well over the global average per record. 31 As a result, both 

the government and private sector have developed industry best standards to address this growing 

problem. 

54. The United States Department of Health and Human Services' Office for Civil 

Rights ("DHHS") notes that, "[w]hile all organizations need to implement policies, procedures, 

and technical solutions to make it harder for hackers to gain access to their systems and data, this 

is especially important in the healthcare industry. Hackers are actively targeting healthcare 

organizations as they store large quantities of highly sensitive and valuable data."32 DHHS 

highlights "several basic cybersecurity safeguards that can be implemented to improve cyber 

resilience which only require a relatively small financial investment, yet they can have a major 

impact on an organization's cybersecurity posture."33 Most notably, organizations must properly 

encrypt PII to mitigate against misuse. 

55. The private sector has similarly identified the healthcare sector as particularly 

vulnerable to cyberattacks both because of the of value of the PII that it maintains and because, as 

an industry, it has been slow to adapt and respond to cybersecurity threats. 34 

56. Despite the abundance and availability of information regarding cybersecurity best 

practices for the healthcare industry, Jax Spine failed to adopt sufficient data security processes, a 

fact highlighted in its notification to affected patients in which it revealed that only after the Data 

Breach, Jax Spine has taken steps to increase the security of its systems. Jax Spine stated, "we 

31 Id. 
32 Cybersecurity Best Practices for Healthcare Organizations, HIP AA JOURNAL (Nov. 1, 2018), 
https://www.hipaajoumal.com/important-cybersecurity-best-practices-for-healthcare
organizations/ (last accessed Mar. 16, 2022). 
33 Id. 
34 10 Cyber Security Best Practices For the Healthcare Industry, NTIVA (Jun. 19, 2018), 
https ://www .ntiva.com/blog/ 10-cybersecurity-best-practices-for-the-healthcare-industry. 

16 

Case 3:22-cv-00705-BJD-PDB   Document 1-1   Filed 06/27/22   Page 16 of 59 PageID 26



have implemented additional security procedures to prevent recurrence of similar incidents. "35 The 

Data Breach at issue here was the inevitable result of Jax Spine's inadequate approach and/or 

attention to data security protection of the Sensitive Information it collects, analyzes, and uses in 

its ordinary course of business. 

57. Moreover, Jax Spine failed to properly implement, maintain, and safeguard its 

computer systems, networks, and data including (but not limited to): 

a. Failing to maintain an adequate data security system to reduce the risks of 

data breaches and cyber attacks; 

b. Failing to properly monitor its own data security systems for existing 

intrusion, brute force attempts, and clearing of logs; 

c. Failing to apply all available security updates; and 

d. Failing to install the latest software patches, updates its firewalls, check user 

account privileges; or ensure proper security practices. 

58. Jax Spine's failure to implement these rudimentary measures made it an easy target 

for the Data Breach. 

E. Plaintiff and the Class Members were significantly harmed by the Data Breach 

59. As discussed above, PII and PHI are among the most sensitive, and personally 

damaging information. A report focusing on breaches in the healthcare industry found that the 

"average total cost to resolve an identity theft-related incident ... came to about $20,000.00" per 

person, and that the victims were further routinely forced to pay out-of-pocket costs for health care 

they did not receive in order to restore coverage. 36 

35 Ex. 1. 
36 Elinor Mills, Study: Medical identity theft is costly for victims, CNET (Mar. 3, 2010), 
https://www.cnet.com/news/study-medical-identity-theft-is-costly-for-victims/. 
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60. Victims of medical identity theft can suffer significant financial consequences. "In 

some cases, they must pay the healthcare provider, repay the insurer for services obtained by the 

thief, or ... engage an identity service provider or legal counsel to help resolve the incident and 

prevent future fraud." 37 

61. Moreover, nearly half of identity theft victims lost their health care coverage as a 

result of a data breach incident, nearly one-third reported that their premiums went up, and forty 

percent never resolved their identity theft at all. 38 

62. "Unfortunately, by the time medical identity theft is discovered, the damage has 

been done. Forty percent of consumers say that they found out they were a victim of medical 

identity theft only when they received collection letters from creditors for expenses that thieves 

incurred in their name. As a result, the consequences of medical identity theft are frequently severe, 

stressful, and expensive to resolve."39 

63. Moreover, resolution of medical identity theft is time consuming to remedy. "Due 

to HIP AA privacy regulations, victims of medical identity theft must be involved in the resolution 

of the crime. In many cases, victims struggle to reach resolution following a medical identity theft 

incident."4° Consequently, they remain at "risk for further theft or errors in their healthcare records 

that could jeopardize medical treatments and diagnosis."41 

37 Fifth Annual Study on Medical Identity Theft, PONEMON INSTITUTE LLC 1 (Nov. 18, 2015), 
https:// static.nationwide.com/static/2014 _ Medical_ ID_ Theft_ Study. pdf?r=65. 
38 Id. 
39 The Potential Damages and Consequences of Medical Identity Theft and Healthcare Data 
Breaches, EXPERIAN (Apr. 13, 2010), 
https://www.experian.com/ assets/ databreach/whitepapers/ consequences-medical-id-theft
healthcare. pdf. 
40 Id. 
41 Id. 
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64. These consequences are further exacerbated when, like here, the PII compromised 

includes Social Security numbers, which make it possible for cybercriminals to perpetrate the most 

serious types of fraud such as filing tax returns, seeking unemployment benefits, or even applying 

for a job using a false identity. Each of these fraudulent activities is difficult to detect and may 

not be uncovered until the number has already been used in a fraudulent transaction. Moreover, it 

is no easy task to cancel a stolen Social Security number, and even then "[t]he credit bureaus and 

banks are able to link the new number very quickly to the old number, so all of that old bad 

information is quickly inherited into the new Social Security number."42 

65. The Social Security Administration has warned that identity thieves can use stolen 

Social Security numbers to apply for additional credit lines. Such fraud may go undetected until 

debt collection calls commence months, or even years, later. 43 

66. As a result of the Data Breach, Plaintiff and Class Members now face, and will 

continue to face, a heightened risk of identity theft and fraud for the rest of their lives. 

67. As a long-standing member of the healthcare community, Jax Spine knew or should 

have known the importance of safeguarding patient PII and PHI entrusted to it and of the 

foreseeable consequences of a breach. Despite this knowledge, however, Jax Spine failed to take 

adequate cyber-security measures to prevent this Data Breach from occurring. 

68. Jax Spine has not provided any compensation to patients victimized in the Data 

Breach. Jax Spine merely instructed affected individuals to consider to "monitor your financial 

42 Naylor, B., Victims of Social Security Number Theft Find It's Hard to Bounce Back, NPR (Feb. 
9, 2015), http://www.npr.org/2015/02/09/3 8487 5839/data-stolen-by-anthem-s-hackers
hasmillions-worrying-about-identity-theft. 
43 Identity Theft and Your Social Security Number, SOCIAL SECURITY ADMIN. (June 2018), 
http://www. ssa. gov/pubs/EN-05-10064. pdf. 
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accounts and if any unauthorized activity is identified, promptly contact your financial institution" 

and "place a fraud alert or a credit freeze on credit reports." 

69. Even if Jax Spine did reimburse Plaintiff for the harm they suffered, it is incorrect 

to assume that reimbursing a victim of the Data Breach for financial loss due to fraud makes that 

individual whole again. On the contrary, after conducting a study, the U.S. Department ofJustice's 

Bureau of Justice Statistics found that "among victims who had personal information used for 

fraudulent purposes, 29% spent a month or more resolving problems" and that "resolving the 

problems caused by identity theft [ could] take more than a year for some victims."44 

70. As a result of Jax Spine's failure to prevent the Data Breach, Plaintiff and Class 

Members have suffered and will continue to suffer significant damages. They have suffered or are 

at increased risk of suffering: 

a. The loss of the opportunity to control how their PII and PHI is used; 

b. The diminution in value of their PII; 

c. The compromise, publication, and/or theft of their PII and PHI; 

d. Out-of-pocket costs associated with the prevention, detection, 

recovery, and remediation from identity theft or fraud, including 

the purchase of identity theft protection insurance and detection 

services; 

e. Lost opportunity costs and lost wages associated with the time 

and effort expended and the loss of productivity from addressing 

and attempting to mitigate the actual and future consequences of 

44 Victims of Identity Theft, 2012, U.S. DEP'T OF WSTICE 10, 11 (Jan. 27, 2014), 
https ://www. bj s. gov/ content/pub/pdf/vit 12. pdf. 
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the Data Disclosure, including but not limited to efforts spent 

researching how to prevent, detect, contest, and recover from 

identity theft and fraud; 

f. Delay in receipt of tax refund monies; 

g. Unauthorized use of stolen PII and PHI; 

h. The continued risk to their PII and PHI, which remains in the possession 

of Jax Spine and is subject to further breaches so long as Jax Spine 

fails to undertake appropriate measures to protect the PII and PHI in their 

possess10n; 

1. Current and future costs related to the time, effort, and money 

that will be expended to prevent, detect, contest, remediate, and repair the 

impact of the Data Breach for the remainder of the lives of Plaintiff and 

Class Members; and 

J. Stress, anxiety, and other related forms of emotional distress. 

71. In addition to remedy for these harms, Plaintiff and members of the proposed Class 

maintain an undeniable interest in ensuring their Sensitive Information is secure, remains secure, 

and is not subject to further misappropriation and/or theft. 

PLAINTIFF'S EXPERIENCES 

72. Daniel Kenney is a resident and citizen of Florida. He is a former patient of Jax 

Spine. Mr. Kenney was a patient at the Jacksonville, Florida, Jax Spine location prior to May of 

2018. 

73. As a condition of receiving healthcare services, Jax Spine required Daniel Kenney 

to provide Jax Spine with his PII and PHI. 
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74. Accordingly, Daniel Kenney provided Jax Spine with his PII and PHI in order to 

purchase and receive healthcare services. 

75. On or about February of 2022, Daniel Kenney received notice from Jax Spine, 

which informed him of the Data Breach and that he faced a substantial and significant risk of his 

PII and PHI being misused. 

76. Subsequent to and as a direct and proximate result of the Data Breach, Mr. Kenney 

had his personal information used by an unknown individual who attempted to open multiple bank 

accounts in his name. In addition, following the Data Breach, he experienced a substantial number 

of spam emails, text, messages, and phone calls. As a result, Mr. Kenney had to spend considerable 

time and efforts to mitigate against the attempted fraud and against any future identity theft and 

fraud. 

77. Plaintiff Kenney is very careful about sharing his sensitive PII and PHI. He has 

never knowingly transmitted unencrypted sensitive PII over the internet or any other unsecured 

source. Furthermore, Plaintiff Kenney stores any documents containing his sensitive information 

in a safe and secure location or destroys the documents. Moreover, he diligently chooses unique 

usemames and passwords for his various online accounts. Finally, Plaintiff Kenney has never 

previously had his identity stolen. 

78. Plaintiff Kenney suffered actual injury from having his sensitive information 

exposed and/or stolen as a result of the Data Breach including, but not limited to: (a) injury arising 

from actual fraud and theft; (b) entrusting PII and PHI to Jax Spine that he would not have had Jax 

Spine disclosed it lacked data security practices adequate to safeguard its patients; ( c) damages to 

and diminution in the value of his Sensitive Information-a form of intangible property that he 

entrusted to Jax Spine as a condition of receiving healthcare services; ( d) loss of his privacy; ( e) 
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continuous imminent and impending injury arising from the increased risk of financial, medical, 

and identity fraud and theft; and (f) time and expense of his mitigation efforts as a result of the 

data breach and subsequent fraud. 

79. In addition, knowing that hackers accessed and/or stole his PII and PHI and that 

this information was used to commit fraud, and will likely continue to be used in the future for 

such purposes has caused Mr. Kenney to experience feelings of rage, anger, anxiety, sleep 

disruption, stress, fear, and physical pain. This goes far beyond allegations of mere worry or 

inconvenience; it is exactly the sort of injury and harm to a Data Breach victim that is contemplated 

and addressed by law. 

CLASS ALLEGATIONS 

80. Pursuant to Florida Rule of Civil Procedure 1.220, Plaintiff brings this action on 

behalf of himself and on behalf of all members of the proposed Class ( the "Class") defined as: 

Class: All Florida residents who are current and former patients of Jax 
Spine whose PII and/or PHI was accessed and/or exfiltrated during the 
Data Breach. 

81. The following people are excluded from the Class: (1) any judge or magistrate 

presiding over this action and members of their families; (2) Defendant, Defendant's subsidiaries, 

parents, successors, predecessors, affiliated entities, and any entity in which Defendant or its parent 

has a controlling interest, and their current or former officers and directors; (3) persons who 

properly execute and file a timely request for exclusion from the Class; (4) persons whose claims 

in this matter have been finally adjudicated on the merits or otherwise released; (5) Plaintiff's 

counsel and Defendant's counsel; and (6) the legal representatives, successors, and assigns of any 

such excluded persons. 
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82. Plaintiff and members of the Class satisfy the numerosity, commonality, typicality, 

adequacy, and predominance prerequisites for suing as representative parties pursuant to Florida 

Rule of Civil Procedure. 1.220. 

83. Numerosity, Fla. R. Civ. P. l.220(a)(l): The exact number of members of the 

Class is unknown but, upon information and belief, it is estimated to number in the tens or hundreds 

of thousands at this time, and individual joinder in this case is impracticable. Members of the 

Class can be easily identified through Defendant's records and objective criteria permitting self

identification in response to notice, and notice can be provided through techniques similar to those 

customarily used in other data breach, consumer breach of contract, unlawful trade practices, and 

class action controversies. 

84. Typicality, Fla. R. Civ. P. l.220(a)(3): Plaintiff's claims are typical of the claims 

of other members of the Class in that Plaintiff, and the members of the Class sustained damages 

arising out of Defendant's Data Breach, wrongful conduct and misrepresentations, false 

statements, concealment, and unlawful practices, and Plaintiff and members of the Class sustained 

similar injuries and damages, as a result of Defendant's uniform illegal conduct. 

85. Adequacy, Fla. R. Civ. P.1.220(a)(4): Plaintiff will fairly and adequately represent 

and protect the interests of the Class and have retained counsel competent and experienced in 

complex class actions to vigorously prosecute this action on behalf of the Class. Plaintiff has no 

interests that conflict with, or are antagonistic to those of, the Class, and Defendant has no defenses 

unique to Plaintiff. 

86. Commonality and Predominance, Fla. R. Civ. P. l.220(a)(2) and (b)(3): There 

are many questions of law and fact common to the claims of Plaintiff and the Class, and those 
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questions predominate over any questions that may affect individual members of the Class. 

Common questions for the Class include, but are not necessarily limited to the following: 

a. Whether Defendant violated the laws asserted herein; 

b. Whether Defendant had a duty to use reasonable care to safeguard 

Plaintiff's and members of the Class's PII and PHI; 

c. Whether Defendant breached the duty to use reasonable care to safeguard 

members of the Class's PII and PHI; 

d. Whether Defendant knew or should have known about the inadequacies of 

its data security policies and system and the dangers associated with 

storing sensitive PII and PHI; 

e. Whether Defendant failed to use reasonable care and commercially 

reasonable methods to safeguard and protect Plaintiff's and members of the 

Class's PII and PHI from unauthorized release and disclosure; 

f. Whether Defendant breached its contractual promises to safeguard 

Plaintiff's and members of the Class's PII and PHI; 

g. Whether the proper data security measures, policies, procedures, and 

protocols were in place and operational within Defendant's computer 

systems to safeguard and protect Plaintiff's and members of the Class's 

PII and PHI from unauthorized release and disclosure; 

h. Whether Defendant took reasonable measures to determine the extent of 

the Data Breach after it was discovered; 

1. Whether Defendant's delay in informing Plaintiff and members of the 

Class of the Data Breach was umeasonable; 
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J. Whether Defendant's method of informing Plaintiff and other members of 

the Class of the Data Breach was umeasonable; 

k. Whether Defendant is liable for negligence or gross negligence; 

1. Whether Defendant's conduct, practices, statements, and representations 

about the Data Breach of the PII and PHI violated applicable state laws; 

m. Whether Plaintiff and members of the Class were injured as a proximate 

cause or result of the Data Breach; 

n. What the proper measure of damages is; and 

o. Whether Plaintiff and members of the Class are entitled to restitutionary, 

injunctive, declaratory, or other relief. 

87. Superiority, Fla. R. Civ. P. l.220(b)(3): This cause is also appropriate for class 

certification because class proceedings are superior to all other available methods for the fair and 

efficient adjudication of this controversy as joinder of all parties is impracticable. The damages 

suffered by the individual members of the Class will likely be relatively small, especially given 

the burden and expense of individual prosecution of the complex litigation necessitated by 

Defendant's actions. Thus, it would be virtually impossible for the individual members of the 

Class to obtain effective relief from Defendant's misconduct. Even if members of the Class could 

sustain such individual litigation, it would still not be preferable to a class action, because 

individual litigation would increase the delay and expense to all parties due to the complex legal 

and factual controversies presented in this Complaint. By contrast, a class action presents far fewer 

management difficulties and provides the benefits of single adjudication, economy of scale, and 

comprehensive supervision by a single court. Economies of time, effort, and expense will be 

fostered, and uniformity of decisions ensured. 

26 

Case 3:22-cv-00705-BJD-PDB   Document 1-1   Filed 06/27/22   Page 26 of 59 PageID 36



88. A class action is therefore superior to induvial litigation because: 

a. The amount of damages available to an individual plaintiff is insufficient 

to make litigation addressing Defendant's conduct economically feasible 

in the absence of the class action procedural device; 

b. Individualized litigation would present a potential for inconsistent or 

contradictory judgments, and increases the delay and expense to all parties 

and the court system; and 

c. The class action device presents far fewer management difficulties and 

provides the benefits of a single adjudication, economy of scale, and 

comprehensive supervision by a single court. 

Countl 
Negligence 

(On Behalf of Plaintiff and the Class) 

89. Plaintiff and members of the Class incorporate the above allegations as if fully set 

forth herein. 

90. First, Jax Spine owed a duty to Plaintiff and members of the class to exercise 

reasonable care in safeguarding, securing, and protecting the PII and PHI in its care and custody 

from being compromised, lost, stolen, misused, and/or disclosed to unauthorized parties. This duty 

included implementing industry-standard security procedures adequate to ensure PII and PHI in 

Jax Spine's possession was appropriately secured and protected. 

91. Jax Spine owed these duties to Plaintiff and members of the Class because they are 

members of a well-defined, foreseeable, and probable class of individuals who Jax Spine knew or 

should have known would suffer injury-in-fact from Jax Spine's inadequate data security. Jax 

Spine actively sought and obtained some of Plaintiff's and members of the Class's most 
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confidential, sensitive, and personal information, including PII and PHI for healthcare service 

purposes. 

92. Second, Jax Spine owed Plaintiff and the Class a fiduciary duty of confidentiality, 

as Jax Spine provided medical treatment to the patients affected by the Data Breach. 

93. Third, Jax Spine owed a duty accurately disclose to Plaintiff and members of the 

Class the scope, nature, and occurrence of the Data Breach. This duty is required and necessary 

in order for Plaintiff and members of the Class to take appropriate measures to protect their PII 

and PHI, to be vigilant in the face of an increased risk of harm, and to take other necessary steps 

in an effort to mitigate the harm caused by the Data Breach. 

94. Jax Spine owed these duties to Plaintiff and members of the Class because they are 

members of a well-defined, foreseeable, and probable class of individuals whom Jax Spine knew 

or should have known would suffer injury-in-fact from Jax Spine's inadequate security protocols. 

Jax Spine actively sought and obtained Plaintiff's and members of the Class's PII and PHI for 

medical treatment services. Plaintiff and members of the Class needed to provide their PII and PHI 

to Jax Spine, as patients, to receive medical treatment and services from Jax Spine. Jax Spine 

negligently retained this information. 

95. The risk that unauthorized persons would attempt to gain access to the PII and PHI 

and misuse was foreseeable. Given that Jax Spine holds vast amounts of PII and PHI, it was 

inevitable that unauthorized individuals would attempt to access Jax Spine's systems containing 

the PII and PHI. 

96. PII is highly valuable, and Jax Spine knew, or should have known, the risk in 

obtaining, using, handling, emailing, and storing the PII of Plaintiff and members of the Class, and 

the importance of exercising reasonable care in handling and protecting it. 
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97. Jax Spine, through its actions and/or omissions, unlawfully breached its duty to 

Plaintiff and members of the Class by failing to have appropriate procedures in place to promptly 

detect and prevent unauthorized access, use, and dissemination of Plaintiffs and members of the 

Class's PII and PHI. 

98. Jax Spine further breached its duties by failing to exercise reasonable care in 

supervising its agents, contractors, vendors, and suppliers, and in handling and securing the PII 

and PHI of Plaintiff and members of the Class which actually and proximately caused the Data 

Breach and Plaintiff's and members of the Class's injury. 

99. Jax Spine further breached its duties by failing to provide accurate notice of the 

Data Breach to Plaintiff and members of the Class, which actually and proximately caused and 

exacerbated the harm from the Data Breach and Plaintiff's and members of the Class's injuries-in

fact. 

100. As a direct and proximate cause of Jax Spine's negligence and/or negligent 

supervision, Plaintiff and members of the Class have suffered or will suffer damages, including 

monetary damages, increased risk of future harm, loss of privacy, loss of value of PII and PHI, loss 

of time and resources to mitigate against increased risk of future harm, embarrassment, 

humiliation, frustration, emotional distress, and other damages. 

101. Jax Spine's breach of its common law duties to exercise reasonable care and its 

failures and negligence actually and proximately caused Plaintiff's and members of the Class's 

actual, tangible, injury-in-fact and damages. 

102. Plaintiff and class members have suffered or are at an increased risk of suffering 

the theft of their PII and PHI by criminals; loss of time and money resolving fraudulent charges; 

loss of time and money obtaining protections against future identity theft; financial losses related 
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to the treatment Plaintiff and members of the Class paid for that they would not have received had 

they known of Jax Spine's careless approach to cyber security; lost control over the value of PII; 

umeimbursed losses relating to fraudulent charges; losses relating to exceeding credit and debit 

card limits and balances; harm resulting from damaged credit scores and information; emotional 

anguish; identity theft and fraud, and other harm resulting from the unauthorized use or threat of 

unauthorized use of stolen personal information, including personal health information, that 

resulted from and was caused by Jax Spine's negligence, entitling them to damages in an amount 

to be proven at trial. Furthermore, injury-in-fact and damages are ongoing, imminent, immediate, 

and continue to be faced. 

103. Fourth, in addition to its common law duties, pursuant to the FTC Act, 15 U.S.C. § 

45, Jax Spine has a duty to provide fair and adequate computer systems and data security practices 

to safeguard Plaintiff's and the members of the Class's PII and PHI. 

104. Section 5 of the FTC Act prohibits "unfair ... practices in or affecting commerce," 

including, as interpreted and enforced by the FTC, the unfair act or practice by businesses, such as 

Jax Spine, of failing to use reasonable measures to protect customers or, in this case, patients' PII 

and PHI. The FTC publications and orders promulgated pursuant to the FTC Act also form part 

of the basis of Jax Spine's duty to protect Plaintiff's and members of the Class's sensitive PII and 

PHI. 

105. Jax Spine violated Section 5 of the FTC Act by failing to use reasonable measures 

to protect its patients' PII and PHI. Jax Spine's conduct was particularly umeasonable given the 

nature and amount of PII and PHI Jax Spine had collected and stored and the foreseeable 

consequences of a data breach, including, specifically, the immense damages that would result to 

patients in the event of a breach, which ultimately came to pass. 
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106. The harm that has occurred is the type of harm the FTC Act is intended to guard 

against. Indeed, the FTC has pursued numerous enforcement actions against businesses that, as a 

result of their failure to employ reasonable data security measures, caused the same harm as that 

suffered by Plaintiff and members of the Class. 

107. Jax Spine had a duty to Plaintiff and the members of the Class to implement and 

maintain reasonable security procedures and practices to safeguard Plaintiff's and the Class's PII 

and PHI. 

108. Jax Spine breached its duties to Plaintiff and members of the Class under the FTC 

Act by failing to provide fair, reasonable, or adequate computer systems and data security practices 

to safeguard Plaintiff's and members of the Class's PII and PHI. 

109. Jax Spine's violation of Section 5 of the FTC Act and its failure to comply with 

applicable laws and regulations constitutes negligence per se. 

110. But for Jax Spine's wrongful and negligent breach of its duties owed to Plaintiff 

and the Class, Plaintiff and the members of the Class would not have been injured. 

111. The injury and harm suffered by Plaintiff and the members of the Class were the 

reasonably foreseeable result of Jax Spine's breach of its duties. Jax Spine knew or should have 

known that Jax Spine was failing to meet its duties and that its breach would cause Plaintiff and 

members of the Class to suffer the foreseeable harms associated with the exposure of their PII and 

PHI. 

112. Had Plaintiff and members of the Class known that Jax Spine did not adequately 

protect patients' PII and PHI, Plaintiff and members of the Class would not have entrusted Jax 

Spine with their PII and PHI. 
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113. As a direct and proximate cause of Jax Spine's negligence per se, Plaintiff and the 

members of the Class have suffered harm or are at an increased risk of suffering, loss of time and 

money resolving fraudulent charges; loss of time and money obtaining protections against future 

identity theft; financial losses related to the treatment Plaintiff and members of the Class paid for 

that they would not have received had they known of Jax Spine's careless approach to cyber 

security; lost control over the value of PII; umeimbursed losses relating to fraudulent charges; 

losses relating to exceeding credit and debit card limits and balances; harm resulting from damaged 

credit scores and information; emotional anguish; increased risk of identity theft and fraud, and 

other harm resulting from the unauthorized use or threat of unauthorized use of stolen personal 

information, including personal health information, entitling them to damages in an amount to be 

proven at trial. 

COUNT II 
Breach of Express/Implied Contractual Duty 

(On Behalf of Plaintiff and the Class) 

114. Plaintiff and members of the Class incorporate the above allegations as if fully set 

forth herein. 

115. Jax Spine offered to provide healthcare services to Plaintiff and members of the 

Class in exchange for payment. 

116. Jax Spine also required Plaintiff and the members of the Class to provide Jax Spine 

with their PII and PHI in order to purchase healthcare services from Jax Spine. 

117. In tum, and through its Privacy Policy, Jax Spine agreed it would not disclose PII 

and PHI it collects from customers to unauthorized persons. Jax Spine also promised to maintain 

safeguards to protect customers' PII and PHI. 
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118. Plaintiff and the members of the Class accepted Jax Spine's offer by providing PII 

and PHI to Jax Spine in applying for healthcare related products and services and then by paying 

for and receiving the same. 

119. The agreement was supported by adequate consideration, as it was an exchange of 

healthcare services for money. 

120. Express and implied in the parties' agreement was that Jax Spine would provide 

Plaintiff and members of the Class with prompt and adequate notice of any and all unauthorized 

access and/or theft of their PII or PHI. 45 

121. Plaintiff and the members of the Class would not have entrusted their PII and PHI 

to Jax Spine in the absence of such agreement with Jax Spine. 

122. Jax Spine materially breached the contract(s) it had entered with Plaintiff and 

members of the Class by failing to safeguard such information and failing to notify them promptly 

of the Data Breach that compromised such information. Jax Spine further breached the express 

and implied contracts with Plaintiff and members of the Class by: 

45 Ex. 2. 

a. Failing to properly safeguard and protect Plaintiff's and members of the 

Class's PII and PHI; 

b. Failing to comply with industry standards as well as legal obligations that are 

necessarily incorporated into the parties' agreement; and 

c. Failing to ensure the confidentiality and integrity of electronic PII and PHI 

that Jax Spine created, received, maintained, and transmitted in violation of 45 

C.F.R. § 164.306(a)(l). 
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123. The damages sustained by Plaintiff and members of the Class as described above 

were the direct and proximate result of Jax Spine's material breaches of its agreement(s). 

124. Plaintiff and members of the Class have performed as required under the relevant 

agreements, or such performance was waived by the conduct of Jax Spine. 

125. The covenant of good faith and fair dealing is implied into every contract. The 

parties must act with honesty in fact in the conduct or transactions concerned. Good faith and fair 

dealing, in connection with executing contracts and discharging performance and other duties 

according to their terms, means preserving the spirit-not merely the letter-of the bargain. Put 

differently, the parties to a contract are mutually obligated to comply with the substance of their 

contract in addition to its form. 

126. Subterfuge and evasion violate the obligation of good faith in performance even 

when an actor believes their conduct to be justified. Bad faith may be overt or may consist of 

inaction, and fair dealing may require more than honesty. 

127. Jax Spine failed to advise Plaintiff and members of the Class of the Data Breach 

sufficiently. 

128. In these and other ways, Jax Spine violated its duty of good faith and fair dealing. 

129. Plaintiff and members of the Class have sustained damages as a result of Jax Spine's 

breaches of its agreement, including breaches thereof through violations of the covenant of good 

faith and fair dealing. 

130. Plaintiff, on behalf of himself and members of the Class, seeks nominal damages 

and compensatory damages for breach of express contract or, in the alternative, breach of implied 

contract, which include, but are not limited to, the lost benefit of their bargain with Jax Spine and 
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the costs of future monitoring of their credit history for identity theft and fraud, plus prejudgment 

interest, and costs. 

COUNTIII 
Unjust Enrichment 

(On Behalf of Plaintiff and the Class) 

131. Plaintiff and members of the Class incorporate the above allegations as if fully set 

forth herein. 

132. This claim is plead in the alternative to the breach of express/implied contractual 

duty claim. 

133. Plaintiff and members of the Class conferred a monetary benefit upon Jax Spine in 

the form of monies paid for healthcare services. 

134. Jax Spine appreciated or had knowledge of the benefits conferred upon itself by 

Plaintiff and members of the Class. Jax Spine also benefited from the receipt of Plaintiff's and 

members of the Class's PII and PHI, as this was used to facilitate its provision of healthcare 

services. 

135. As a result of Jax Spine's conduct, Plaintiff and members of the Class suffered 

actual damages in an amount equal to the difference in value between their purchases made with 

reasonable data privacy and security practices and procedures that Plaintiff and members of the 

Class paid for, and those purchases without umeasonable data privacy and security practices and 

procedures that they received. 

136. Under principals of equity and good conscience, Jax Spine should not be permitted 

to retain the money belonging to Plaintiff and members of the Class because Jax Spine failed to 

implement (or adequately implement) the data privacy and security practices and procedures for 
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itself that Plaintiff and members of the Class paid for and that were otherwise mandated by federal, 

state, and local laws and industry standards. 

13 7. Jax Spine should be compelled to disgorge into a common fund for the benefit of 

Plaintiff and members of the Class all unlawful or inequitable proceeds received by it as a result 

of the conduct and Data Breach alleged herein. 

COUNTIY 
Invasion of Privacy 

(On Behalf of Plaintiffs and the Class) 

138. Plaintiff and members of the Class incorporate the above allegations as if fully set 

forth herein. 

139. Plaintiff and the Class had a legitimate expectation of privacy regarding their highly 

sensitive and confidential PII and PHI and were accordingly entitled to the protection of this 

information against disclosure to unauthorized third parties. 

140. Jax Spine owed a duty to Plaintiff and the Class to keep this information 

confidential. 

141. The unauthorized acquisition (i.e., theft) by a third party of Plaintiffs and Class 

Members' PHI and PII is highly offensive to a reasonable person. 

142. The intrusion was into a place or thing which was private and entitled to be private. 

Plaintiff and members of the Class disclosed their sensitive and confidential medical information 

to Jax Spine as part of Jax Spine's treatments, but did so privately, with the intention that their 

information would be kept confidential and protected from unauthorized disclosure. Plaintiff and 

members of the Class were reasonable in their belief that such information would be kept private 

and would not be disclosed without their authorization. 
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143. The Data Breach constitutes an intentional interference with Plaintiffs and 

members of the Class's interest in solitude or seclusion, either as to their person or as to their 

private affairs or concerns, of a kind that would be highly offensive to a reasonable person. 

144. Jax Spine acted with a knowing state of mind when it permitted the Data Breach 

because it knew its information security practices were inadequate. 

145. Jax Spine acted with a knowing state of mind when it did not accurately inform 

Plaintiff and the Class of the Data Breach. 

146. Acting with knowledge, Jax Spine had notice and knew that its inadequate 

cybersecurity practices would cause injury to Plaintiff and members of the Class. 

147. As a proximate result of Jax Spine's acts and omissions, the private and sensitive 

PHI and PII of Plaintiff and members of the Class were stolen by a third party and is now available 

for disclosure and redisclosure without authorization, causing Plaintiff and members of the Class 

to suffer damages. 

148. Unless and until enjoined and restrained by order of this Court, Jax Spine's 

wrongful conduct will continue to cause great and irreparable injury to Plaintiff and the Class since 

their PII and PHI are still maintained by Jax Spine with their inadequate cybersecurity system and 

policies. 

149. Plaintiff and members of the Class have no adequate remedy at law for the injuries 

relating to Jax Spine's continued possession of their sensitive and confidential information. A 

judgment for monetary damages will not end Jax Spine's inability to safeguard the PII and PHI of 

Plaintiff and the Class. 

150. In addition to injunctive relief, Plaintiff, on behalf of himself and the other members 

of the Class, also seeks compensatory damages for Jax Spine's invasion of privacy, which include, 
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but are not limited to, the value of the privacy interest invaded by Jax Spine, the costs of future 

monitoring of their credit history for identity theft and fraud, plus prejudgment interest, and costs. 

COUNTY 
Breach of Fiduciary Duty 

(On Behalf of Plaintiffs and the Class) 

151. Plaintiff and members of the Class incorporate the above allegations as fully set 

forth herein. 

152. Jax Spine owed a fiduciary duty to Plaintiff and the Class to protect their private 

and sensitive PHI and PII and keep them apprised of when that information becomes exposed or 

compromised in an accurate manner. 

153. Jax Spine breached that fiduciary duty by, inter alia, by failing to act with the utmost 

good faith, fairness, and honesty, failing to act with the highest and finest loyalty, and failing to 

protect the private information of Plaintiffs and members of the Class. This failure resulted in the 

Data Breach that 

ultimately came to pass. 

154. Jax Spine further breached its fiduciary duty by failing to dispose of PHI and PII 

that was no longer required to render care, which unnecessarily exposed additional patients-

including Plaintiff-to the Data Breach, and by failing to accurately inform Plaintiff and the Class 

of the Data Breach which materially impaired their mitigation efforts. 

155. As a direct and proximate cause of Jax Spine's breaches of its fiduciary duty, 

Plaintiff and members of the Class have suffered and will suffer injury, including but not limited 

to: (a) the compromise, publication, theft, and /or unauthorized use of their PII and PHI; (b) out-

of-pocket costs associated with the prevention, detection, recovery, and remediation from identity 

theft and fraud; ( c) lost opportunity costs and lost wages associated with efforts expended and the 

38 

Case 3:22-cv-00705-BJD-PDB   Document 1-1   Filed 06/27/22   Page 38 of 59 PageID 48



loss of productivity from addressing and attempting to mitigate the actual and future consequences 

of the Data Breach, including but not limited to efforts spent researching how to prevent, detect, 

contest, and recover from identity theft and fraud; ( d) the continued risk to their PII and PHI, which 

remains in the possession of Jax Spine and is subject to further breaches so long as Jax Spine fails 

to undertake appropriate measures to protect PII and PHI in its possession; and ( e) current and 

future costs in terms of time, effort, and money that will be expended to prevent, detect, contest, 

remediate, and repair the impact of the Data Breach for the remainder of the lives of Plaintiff and 

members of the Class. 

156. Plaintiff, on behalf of himself and the Class, seeks actual, consequential, and 

nominal damages and injunctive relief for breach of fiduciary duty. 

COUNT VI 
Conversion 

(On Behalf of Plaintiffs and the Class) 

157. Plaintiff and members of the Class incorporate the above allegations as fully set 

forth herein. 

158. At all times relevant hereto, Plaintiff and members of the Class had ownership 

rights to their PII and PHI. 

159. Jax Spine engaged in the wrongful act of disposing of the PII and PHI by giving 

cyber criminals access to it. 

160. As explained at length above, Plaintiff and members of the Class were damaged 

thereby and are entitled to damages. 
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PRAYER FOR RELIEF 

WHEREFORE, Plaintiff, individually and on behalf of the proposed Class, requests that 

the Court: 

A. Certify this case as a class action on behalf of the Class defined above, appoint 

Plaintiff, Daniel Kenney, as the Class representative, and appoint the undersigned as Class counsel; 

B. Award declaratory and other equitable relief as is necessary to protect the interests 

of Plaintiff and the Class; 

C. Award injunctive relief as is necessary to protect the interests of Plaintiff and the 

Class; 

D. Enter an award in favor of Plaintiff and the Class that includes compensatory 

damages, including pre- and post-judgment interest thereon, in an amount to be proven at trial; 

E. Award restitution and damages to Plaintiff and the Class in an amount to be 

determined at trial; 

F. Enter an award of attorneys' fees and costs, as allowed by law; 

G. Grant Plaintiff and the Class leave to amend this Complaint to conform to the 

evidence produced at trial; and 

H. Grant such other or further relief as may be appropriate under the circumstances. 

JURY DEMAND 

Plaintiff hereby demands a trial by jury on all issues so triable. 

Dated: May 19, 2022 

Isl Ed Normand 
EdmundA. Normand, Esq. 
Florida Bar No. 865590 
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NORMAND, PLLC 
3165 McCrory Place, Suite 17 5 
Orlando, FL 32803 
Tel: ( 407) 603-6031 
ed@ednormand.com 
ean@normandpllc.com 

Christopher D. Jennings* 
Na than I. Reiter III* 
THE JOHNSON FIRM 
610 President Clinton Ave., Suite 300 
Little Rock, AR 72201 
Tel: (501) 372-1300 
chris@yourattomey.com 
nathan@yourattomey.com 
*To be admitted pro hac vice 

Counsel for Plaintiff and the Proposed Class 
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NOTICE TO PATIENTS 

PATIENT INFO 

On Monday, January 24, 2022, Jax Spine & Pain Centers was the victim of a ransomware 

attack on an inactive server that maintained patient files created before May 2018.The 

criminals threatened to publish the stolen files online unless a ransom was paid. 

Our current main network server is cloud-based and was not impacted during this 

ransomware attack. Patient files created after May 2018 are maintained in the cloud and 

remain safe and secure. It is also important to note that no clinical data was accessed by the 

attackers; they only obtained demographic data. 

Cyber-attacks are a very unfortunate consequence of our increasingly digital world. Reports 

show the number of cyber-attacks have been increasing steadily over the past five years, with 
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sensitive information very seriously. As such, we have implemented additional security 

procedures to prevent recurrence of similar incidents. 

Below are answers to common questions regarding the incident that took place on January 24, 

2022. 

We will continue to provide the same high quality medical care to our patients. If patients have 

any questions or would like to learn additional information about this matter, they may contact 

us at 1-877-341-2430. 

What data was breached? 

Based on alerts from internal security monitoring and proactive defensive steps to block the 

attack, our security team was able to prevent the criminals from encrypting the server that 

was attacked. Although the server was immediately shut down, the ransomware successfully 

accessed a compressed file containing data from an inactive server that maintained patient 

files created prior to May 2018. The attackers only obtained demographic data such as 

names, addresses, dates of birth, and social security numbers for a limited number of 

individuals but no clinical data was accessed. 

No patient files created after May 2018 were affected. They remain safe and secure. 

An internal investigation was immediately commenced, and the FBI notified of the 

ransomware attack. We are conducting a thorough investigation in collaboration with law 

enforcement agencies to determine the source and ultimate extent of the ransomware attack. 

We have also engaged a third-party forensic investigator to assist with the investigation. 
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Once we determine the breached information, we will immediately notify affected individuals. 

Please understand that this process is ongoing and we are doing everything possible to 

identify the extent of the breach and notify affected patients as soon as possible. 

What should patients do? 

There may be a risk of identity theft and that a third party may view patient information as a 

result of the ransomware attack. If you visited our Jacksonville or St. Augustine location at 

any time prior to May 2018, we recommend you consider taking the following precautions: 

• Monitor your financial accounts and if any unauthorized activity is identified, promptly 

contact your financial institution. 

• Place a fraud alert or credit freeze on credit reports by contacting the three major credit 

reporting bureaus: ExP-erian, Eguifax and Transunion. 

• You can obtain a free copy of your credit report from each of the three major credit 

reporting agencies by visiting www.annualcreditreP-ort.com or calling 1-877-322-8228. 

AX 
PINE&PAIN 
ENTERS 

https://jaxspine.com/data-breach-notification/ 

NAVIGATION 

Request An Appointment 

Patient Support 

LOCATIONS 
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Medical Forms 

Insurance 

Careers 

Jacksonville, FL 32256 

North Campus 

15255 Max Leggett Pkwy, Suite 

5500 

Jacksonville, FL 32218 

Centurion Spine Brunswick 

(A Jax Spine Company) 

3221 Glynn Ave. 

Brunswick, GA 31520 

Centurion Spine Waycross 

(A Jax Spine Company) 

1507 Alice Street 

Waycross, GA 31501 

St. Augustine 

1100 Plantation Island Dr S, 

Suite 220 

Saint Augustine, FL 32080 

Fleming Island 

2349 Village Square Pkwy, Suite 

107 

Fleming Island, FL 32003 

Centurion Spine Pooler 

(A Jax Spine Company) 

200 Blue Moon Crossing, Suite 

203 

Pooler, GA 31322 
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Palatka 

6100 St. Johns Ave, Suite 4 

Palatka, FL 32177 

~ (904) 289-2751 

liii (904) 223-2169 
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PATIENT PRIVACY 
Home / Patient Privacy 

ABOUT US 

PATIENT INFO 

JACKSONVILLE SPINE AND PAINCENTER, P.A. NOTICE OF PRIVACY PRACTICES 

THIS NOTICE DESCRIBES HOW INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED 

AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY. 

At Jacksonville Spine and Pain Center, P.A. , we are committed to treating and using protected 

health information ("PHI") about you responsibly. This Notice of Privacy Practices ("Notice") 

describes the personal information we collect, and how and when we use or disclose that 

information. It also describes your rights as they relate to your PHI. This Notice has been 

updated in accordance with the HIPAA Omnibus Rule and is effective March 1, 2013. It 

applies to all PHI as defined by federal regulations. 
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ABOUT US 

LOCATIONS 

PATIENT INFO 

Each time you visit Jacksonville Spine and Pain Center; a record of your visit is made. Typically, 

this record contains your symptoms, examination and test results, diagnoses, treatment, and a 

plan for future care or treatment. This information may be used or disclosed to 

Plan your care and treatment. 

Information obtained by a nurse, physician, or other member of your health care team will be 

recorded in your medical record and used to determine the course of treatment that should 

work best for you. To promote quality care, Jacksonville Spine and Pain Center operates an 

EMR. This is an electronic system that keeps health information about you. Jacksonville Spine 

and Pain Center may also provide a subsequent healthcare provider with health information 

about you (e.g., copies of various reports) that should assist him or her in treating you in the 

future. Jacksonville Spine and Pain Center may also disclose health information about you to, 

and obtain your health information from, electronic health information networks in which 

community healthcare providers may participate to facilitate the provision of care to patients 

such as yourself. 

Jacksonville Spine and Pain Center may use a prescription hub which provides electronic 

access to your medication history. This will assist Jacksonville Spine and Pain Center health 

care providers in understanding what other medications may have been prescribed for you by 

other providers. 

Communicate with other providers who contribute to your care. 

We may use information in your health record to assess the care and outcomes in your case 

and others like it. This information will then be used in an effort to continually improve the 
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PAIN MANAGEMENT 

ABOUT US 

Receive payment from you, your plan, or your health insurer. 

LOCATIONS 

PATIENT INFO 

A bill may be sent to you or a third-party payer. The information on or accompanying the bill 

may include information that identifies you, diagnosis, procedures, and supplies used. 

Assess and continually work to improve the care we render and the outcomes we achieve. 

Communication from Offices: We may call your home or other designated location and leave 

a message on voice mail, in person, or by text, in reference to any items that assist Jacksonville 

Spine and Pain Center in carrying out Treatment, Payment and Health Care Operations, such 

as appointment reminders, insurance items and any call pertaining to your clinical care. We 

may mail to your home or other designated location any items that assist Jacksonville Spine 

and Pain Center in carrying out Treatment, Payment and Health Care Operations, such as 

appointment reminders, patient satisfaction surveys and patient statements. 

Communication with Family/Personal Friends: Health professionals, using their best judgment, 

may disclose to a family member, other relative, close personal friend or any other person you 

identify, health information relevant to that person's involvement in your care or payment 

related to your care. When a family member(s) or a friend(s) accompany the patient into the 

exam room, it is considered implied consent that a disclosure of the patient medical data is 

acceptable. 

Open treatment areas: Sometimes patient care is provided in an open treatment area. While 

special care is taken to maintain patient privacy, others may overhear some patient 

information while receiving treatment. Should you be uncomfortable with this, please bring 

this to the attention of our Privacy Officer. 
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PATIENT INFO 

Understanding what is in your record and how your health information is used helps you to: 

ensure its accuracy, better understand who, what, when, where, and why others may access 

your health information, and make more informed decisions when authorizing disclosure to 

others. 

Comply with state and federal laws that require us to disclose your health information. 

1. Business Associates: We may contract with third parties to provide services on our behalf 

and disclose your health information to our business associate so that they can perform the 

job we've asked them to do. We require the business associate to appropriately safeguard 

your information. 

2. To Avert a Serious Threat to Health or Safety: We may use your health information or share 

it with others when necessary to prevent a serious threat to your health or safety, or the 

health or safety of another person or the public. 

3. Research: We may disclose information to researchers when their research has been 

approved by an institutional review board that has reviewed the research proposal and 

established protocols to ensure the privacy of your PHI. Even without that special approval, 

we may permit researchers to look at PHI to help them prepare for research, for example, to 

allow them to identify patients who may be included in their research project, as long as 

they do not remove, or take a copy of, any PHI. We may use and disclose a limited data set 

that does not contain specific readily identifiable information about you for research. But we 

will only disclose the limited data set if we enter into a data use agreement with the 

recipient who must agree to (1) use the data set only for the purposes for which it was 

provided, (2) ensure the security of the data, and (3) not identify the information or use it to 

contact any individual. 

4. Coroners, Medical Examiners and Funeral Director: In the unfortunate event of your death, 

we may disclose your health information to a coroner or medical examiner. This may be 
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any prior expressed preference that you provided to us. PHI excludes any information 

regarding a person who has been deceased for more than 50 years. 

6. Organ Procurement Organizations: Consistent with applicable law, we may disclose health 

information to organ procurement organizations, federally funded registries, or other 

entities engaged in the procurement, banking, or transplantation of organs for the purpose 

of tissue donation and transplant. 

7. Marketing: We may contact you by mail, e-mail or text to provide information about 

treatment alternatives or other health-related benefits and services that may be of interest 

to you. However, we must obtain your prior written authorization for any marketing of 

products and services that are funded by third parties. You have the right to opt-out by 

notifying us in writing. 

8. Fund Raising: We may contact you as part of a fund-raising effort. We may also disclose 

certain elements of your PHI, such as your name, address, phone number and dates you 

received treatment or services at Jacksonville Spine Center, to a business associate or a 

foundation related to Jacksonville Spine Center so that they may contact you to raise money 

for Jacksonville Spine Center. If you do not wish to receive further fundraising 

communications, you should follow the instructions written on each communication that 

informs you how to be removed from any fundraising lists. You will not receive any 

fundraising communications from us after we receive your request to opt out, unless we 

have already prepared a communication prior to receiving notice of your election to opt out. 

9. Sale of your PHI: Jacksonville Spine Center may not "sell" your PHI (i.e., disclose such PHI in 

exchange for remuneration) to a third party without your written authorization that 

acknowledges the remuneration unless such an exchange meets a regulatory exception. 

10. Health Oversight Activities: We may release your health information to government 

agencies authorized to conduct audits, investigations, and inspections of our facility. These 

government agencies monitor the operation of the health care system, government benefit 

programs, such as Medicare and Medicaid, and compliance with government regulatory 

programs and civil rights laws. 

11. Food and Drug Administration (FDA): We may disclose to the FDA health information 

relative to adverse events with respect to food, supplements, product and product defects, 
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and to the extent necessary to comply with laws relating to workers compensation or other 

similar programs established by law. 

14. Law Enforcement: We may disclose health information for law enforcement purposes as 

required by law. 

15. Inmates and Correctional Institutions: If you are an inmate or you are detained by a law 

enforcement officer, we may disclose your health information to the prison officers or law 

enforcement officers if necessary to provide you with health care, or to maintain safety at 

the place where you are confined. 

16. Lawsuits and Disputes: We may disclose your health information if we are ordered to do so 

by a court that is handling a lawsuit or other dispute. We may also disclose your 

information in response to a subpoena, discovery request, or other lawful request by 

someone else involved in the dispute, but only if efforts have been made to tell you about 

the request or to obtain a court order protecting the information from further disclosure. 

Your Health Information Rights 

Although your health record is the physical property of Jacksonville Spine and Pain Center, the 

information belongs to you. You have the right to request to: 

1. Access, inspect and copy your health record. We maintain an electronic medical record 

("EMR"), you have the right to access your EMR in a machine readable electronic format 

and to direct us to send a machine readable copy directly to a third party. Jacksonville Spine 

Center will charge you a reasonable cost-based fee for the cost of supplies and labor of 

copying. 

2. Amend your health record which you believe is not correct or complete. Jacksonville Spine 

and Pain Center is not required to agree to the amendment if Jacksonville Spine Center did 

not create the information or if it is correct or complete. 

3. Obtain an accounting of disclosures of your health information. 
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by the agreement (except in certain circumstances where disclosure is required or 

permitted, such as an emergency, for public health activities, or when disclosure is required 

by law). Jacksonville Spine Center must comply with a request to restrict the disclosure of 

PHI to a health plan for purposes of carrying out payment or health care operations if the 

PHI pertains solely to a health care item or service for which we have been paid out of 

pocket in full. 

6. Revoke your authorization to use or disclose health information except to the extent that 

action has already been taken. 

7. Obtain a copy of your health care information in paper or a machine readable electronic 

format. 

Our Resgonsibilities 

Jacksonville Spine and Pain Center is required to: 

1. Maintain the privacy of your health information. 

2. Provide you with this Notice as to our legal duties and privacy practices with respect to 

information we collect and maintain about you. 

3. Abide by the terms of the Notice currently in effect 

4. Notify you in writing if we are unable to agree to a requested restriction. 

5. Accommodate reasonable requests you may have to communicate health information by 

alternative means or at alternative locations. 

6. Notify you in writing of a breach where your unsecured PHI has been accessed, acquired, 

used or disclosed to an unauthorized person. "Unsecured PHI" refers to PHI that is not 

secured through the use of technologies or methodologies that render the PHI unusable, 

unreadable, or indecipherable to unauthorized individuals. 
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Patient Privacy I Jax Spine & Pain Centers 

ABOUT US PATIENT INFO 

We will not use or disclose your health information without your written authorization, except 

as described in this Notice. 

For More Information or to Report a Problem 

If have questions and would like additional information, you may contact the Jacksonville Spine 

and Pain Center Privacy Officer at: 

Jacksonville Spine and Pain Center, P.A. 

10475 Centurion Parkway, Suite 201 

Jacksonville, FL 32256 

Telephone: (904) 289-2751 

Email: P-rivacy_@jaxsP-ine.com 

If you are not satisfied with the manner in which this office handles a complaint, you may 

submit a formal complaint to the Office for Civil Rights (OCR): 

By Mail: 

Region 4 - Office for Civil Rights, U.S. Department of Health and Human Services 

Sam Nunn Atlanta Federal Center, Suite 16T70 

Timothy Noonan, Regional Manager 

61 Forsyth Street, S.W. Atlanta, GA 30303-8909 

By Phone: 

Voice Phone (800) 368-1019 

FAX(404)562-7881 
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Patient Support 
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Accessibility 

Data Breach Notification 

Medical Forms 
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Careers 

LOCATIONS 

PATIENT INFO 

LOCATIONS 
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PAIN MANAGEMENT LOCATIONS 

ABOUT US 

2~01 

Jacksonville, FL 32256 

North Campus 

r 

15255 Max Leggett Pkwy, Suite 

5500 

Jacksonville, FL 32218 

Centurion Spine Brunswick 

(A Jax Spine Company) 

3221 Glynn Ave. 

Brunswick, GA 31520 

Centurion Spine Waycross 

(A Jax Spine Company) 

1507 Alice Street 

Waycross, GA 31501 

St. Augustine 

1100 Plantation Island Dr S, 

Suite 220 

Saint Augustine, FL 32080 

Fleming Island 

2349 Village Square Pkwy, Suite 

107 

Fleming Island, FL 32003 

Centurion Spine Pooler 

(A Jax Spine Company) 

200 Blue Moon Crossing, Suite 

203 

Pooler, GA 31322 
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Palatka 

6100 St. Johns Ave, Suite 4 

Palatka, FL 32177 

~ (904) 289-2751 

liii (904) 223-2169 
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