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Anne Lorentzen 
District Clerk 

Nueces County, Texas 

CASE 
NO?023CCV-60024-1 

MARIA VERA, individually and on behalf of 
all others similarly situated, 

Plaintiff, 

V. 

CHRISTUS SPOHN HEALTH SYSTEM 
CORPORATION, 

Defendant. 

IN THE COUNTY COURT 

AT LAW NO. 

NUECES COUNTY, TEXAS 

PLAINTIFFS' ORIGINAL PETITION 

Plaintiff Maria Vera, individually and on belialf of all others similarly situated 

("Plaintiffs"), brings this class action against Defendant Christus Spohn Health System 

Corporation ("Christus Spohn" or "Defendant") and alleges as follows: 

DISCOVERY CONTROL PLAN 

1. Pursuant to the provisions of the Texas Rule of Civil Procedure 190.4, Plaintiff 

proposes to conduct discovery according to a Level 3 Discovery Control Plan. 

CLAIM FOR RELIEF 

2. In accordance with Texas Rule of Civil Procedure 47, Plaintiff seeks monetary 

relief over $1,000,000.00. 

JURISDICTION AND VENUE 

3. The damages sought herein are within the subject matter jurisdiction of this Court. 

4. Venue is proper in this District pursuant to Tex. Civ. Prac. & Rem. Code §§ 

15.002(a)(1) and (3) because (a) all or a substantial part of the events or omissions giving rise to 

Plaintiff's claims occurred in this district; and (b) Defendant's principal office is within this 

district. 
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PARTIES 

5. Plaintiff Maria Vera is a resident and citizen of Nueces County, Texas. 

6. Defendant Christus Spohn Health System Corporation is a Texas corporation with 

its principal place of business in Corpus Christi, Texas and may be served through its registered 

service agent, Corporation Service Company DBA CSC — Lawyers Incorporating Service 

Company, 211 E. 7th Street, Suite 620, Austin, Texas 78701. Service will be by process server. 

Service is hereby requested. 

FACTUAL ALLEGATIONS 

I. Christus Spohn 

7. Defendant Christus Spohn is a health system that operates two hospitals in Corpus 

Christi, Texas.l 

8. In fiscal year 2021, Defendant had 436,546 outpatient visits.2 

9. Defendant is part of the Christus Health System, which operates throughout Texas, 

as well as locations in New Mexico and Louisiana.3 

10. Defendant's patients, like Plaintiff and Class members, provided certain Personal 

Identifying Information ("PII") and Protected Health Information ("PHI") to Defendant. 

11. As a health system with an acute interest in maintaining the confidentiality of the 

PII and PHI entrusted to it, Defendant is well-aware of the numerous data breaches that have 

occurred throughout the United States and its responsibility for safeguarding PII and PHI in its 

possession. 

I  littps://NNNNrw.christushealth.org/connect/ministries/sr)ohn 
2  Id. 
3  https://www.christushealth.org/locations 
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12. Defendant represents to consumers and the public that it possesses robust security 

features to protect PII and PHI. 

13. Defendant's privacy policies specifically states that it takes steps to keep PII and 

PHI secure: 

CHRISTUS Health understands how important your personal 
medical information is to you. We protect the privacy of your health 
information because it is the right thing to do. 

We understand that your health information is personal and we are 
committed to protecting your privacy.4 

II. The Data Breach 

14. According to Defendant, on or before May 4, 2022, Defendant "learned that an 

unauthorized third party gained access to [its] network and obtained certain files from CHRISTUS 

Spohn."5 

15. During its investigation, Defendant determined that certain impacted files 

containing patients' PII and PHI were accessed or acquired between April 9, 2022, and May 4, 

2022 (the "Data Breach").6 

16. The compromised data included: 

patients' names, addresses, dates of birth, medical record numbers, 
Social Security numbers and health insurance information [and] 
[s]ome clinical data may have been included7 

4  https://www.ch.ristushealth.org/-/media/file5/privacy-and- 
nondiscrimination/211474corp noticeofprivacypractices sian enalish christus-health ashx 
5  https://www.christushealth org/-/tiiedia/christus-health/connect-with-

 

christus/f'iles/tninistries/spohn/infoi7nation-for-our-patieiits-re Tag rding-cybersecurity-incident pdf 
6  Id. 
7 Id. 
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17. On or about June 17, 2022, Defendant issued a press release and began to notify 

affected patients of the Data Breach.$ 

18. Defendant began sending letters to some affected patients at an undisclosed time.9 

19. Only on November 11, 2022, did Defendant begin to send letters to the remaining 

identified patients.1 0 

20. Defendant sent a letter to Plaintiff directed to her home address in Nueces County 

dated November 22, 2022, notifying her of the Data Breach. See Exhibit A. 

21. Defendant's letter, received by Plaintiff in Nueces County, also offered free credit 

monitoring services to affected patients.l l 

22. Defendant did not state why it was unable to detect the unauthorized individuals 

accessing Defendant's servers until nearly one month after the Data Breach began. 

23. Defendant did not state why it did not contact patients about the breach until more 

than six months after discovering the Data Breach. 

24. Defendant failed to prevent the Data Breach because it did not adhere to commonly 

accepted security standards and failed to detect that its databases were subject to a security breach. 

III. Injuries to Plaintiff and the Class 

25. As a direct and proximate result of Defendant's actions and omissions in failing to 

protect Plaintiff's PII and PHI, Plaintiff and the Class have been damaged. 

26. Plaintiff and the Class have been placed at a substantial risk of harm in the form of 

credit fraud or identity theft and have incurred and will likely incur additional damages, including 

spending substantial amounts of time monitoring accounts and records, in order to prevent and 

8  Id. 
9  Id. 
10  Id 
" Id 
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mitigate credit fraud, identity theft, and financial fraud. Plaintiff has spent numerous hours 

monitoring and reviewing her accounts and records in response to receiving the breach notification 

letter. 

27. In addition to the irreparable damage that may result from the theft of PII and PHI, 

identity theft victims must spend numerous hours and their own money repairing the impacts 

caused by this Data Breach. After conducting a study, the Department of Justice's Bureau of 

Justice Statistics found that identity theft victims "reported spending an average of about 7 hours 

clearing up the issues" and resolving the consequences of fraud in 2014.12 

28. In addition to fraudulent charges and damage to their credit, Plaintiff and the Class 

will spend substantial time and expense (a) monitoring their accounts to identify fraudulent or 

suspicious charges; (b) cancelling and reissuing cards; (c) purchasing credit monitoring and 

identity theft prevention services; (d) attempting to withdraw funds linked to compromised, frozen 

accounts; (e) removing withdrawal and purchase limits on compromised accounts; (f) 

communicating with financial institutions to dispute fraudulent charges; (g) resetting automatic 

billing instructions and changing passwords; (h) freezing and unfreezing credit bureau account 

information; (i) cancelling and re-setting automatic payments as necessary; and (j) paying late fees 

and declined payment penalties as a result of failed automatic payments. 

29. Additionally, Plaintiff and the Class have suffered or are at increased risk of 

suffering from, inter alia, the loss of the opportunity to control how their PII and PHI is used, the 

diminution in the value and/or use of their PII and PHI entrusted to Defendant, and loss of privacy. 

12 U.S. Dep't of Justice, Victims of Identity Theft, 2014 (Nov. 13, 2017), 
1-ittp://www.b-js.gov/content/.pub/

`
pdf/vitl4.1:)df. 
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30. Since the Data Breach, Plaintiff has experienced an increase in spam and phishing 

attempts, and was even temporarily locked out of her gmail account. Plaintiff has spent at least 4 

hours contacting credit bureaus, placing freezes on her credit, and attempting to sign up for the 

free credit monitoring program. And although Plaintiff has not yet experienced fraudulent activity 

on her credit cards, as a result of the Data Breach, Plaintiff has been forced to spend time checking 

her accounts twice a month to ensure that nothing is awry. 

IV. The Value of PII and PHI 

31. It is well known that PII and PHI, and financial account information in particular, 

are invaluable commodities and frequent targets of hackers. 

32. According to Javelin Strategy & Research, in 2017 alone over 16.7 million 

individuals were affected by identity theft, causing $16.8 billion to be stolen.13 

33. People place a high value not only on their PII and PHI, but also on the privacy of 

that data. This is because identity theft causes "significant negative financial impact on victims" 

as well as severe distress and other strong emotions and physical reactions.14 

34. People are particularly concerned with protecting the privacy of their financial 

account information and social security numbers, which are the "secret sauce" that is "as good as 

your DNA to hackers."ls There are long-term consequences to data breach victims whose social 

security numbers are taken and used by hackers. Even if they know their social security numbers 

13 Javelin Strategy & Research, Identity Fraud Hits All Time High With 16.7 Million U.S. Victims 
in 2017, According to New Javelin Strategy & Research Study (Feb. 6, 2018), 
https:/h,vtivw.javelinstrateg .com/pres:s-release/identity-fraud-h_its-all-time-high-167-million-us- 
victim.s-201.7-accordi.r.i -new-javelin. 
14 Identity Theft Resource Center, Identity Theft.• The Aftermath 2017, 
https://www.ftc.g_ov/systern/files/documents/publ.ic comments/2017/10/00004-141444.pdf. ls Cameron Huddleston, How to Protect Your Kids From the Anthem Data Breach, Kiplinger, 
(Feb. 10, 2015), https://www.kiplinaer.com/article/credit/T048-0011-S001-how-to-protect-vour- 
kid s-from-the-anthem-data-brea.htm l . 
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have been accessed, Plaintiff and Class Members cannot obtain new numbers unless they become 

a victim of social security number misuse. Even then, the Social Security Administration has 

warned that "a new number probably won't solve all [] problems ... and won't guarantee ... a 

fresh start."16 

35. The PII and PHI of minors can be used to receive illicit gains through methods such 

as credit card fraud with newly created accounts. The fact that a minor's social security number 

has not yet been used for financial purposes actually makes it more valued by hackers rather than 

less. The "blank slate" credit file of a child is much less limited than the potentially low credit 

score of an adult: Social security numbers that have never been used for financial purposes are 

uniquely valuable as thieves can pair them with any name and birthdate. After that happens, thieves 

can open illicit credit cards or even sign up for government benefits.17 

V. Industry Standards for Data Security 

36. In light of the numerous high-profile data breaches targeting companies like Target, 

Neiman Marcus, eBay, Anthem, Deloitte, Equifax, and Capital One, Defendant is, or reasonably 

should have been, aware of the importance of safeguarding PII and PHI, as well as of the 

foreseeable consequences of its systems being breached. 

37. Security standards commonly accepted among businesses that store PII and PHI 

using the internet include, without limitation: 

a. Maintaining a secure firewall configuration; 

b. Monitoring for suspicious or irregular traffic to servers; 

16 Social Security Admin., Identity Theft and Your Social Security Number, at 6-7, 
https://www.ssa.gov/pubs/EN-05-10064.pdf. 
17 Richard Power, "Child Identity Theft: New Evidence Indicates Identity Thieves are Targeting 
Children for Unused Social Security Numbers," Carnegie Mellon CyLab, 
htti)s://Nvww.cylab.cmu.edu/--files/

`
pdfs/reports/201 I/child-identit -tY heft.pdf. 
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c. Monitoring for suspicious credentials used to access servers; 

d. Monitoring for suspicious or irregular activity by known users; 

e. Monitoring for suspicious or unknown users; 

f. Monitoring for suspicious or irregular server requests; 

g. Monitoring for server requests for PII and PHI; 

h. Monitoring for server requests from VPNs; and 

i. Monitoring for server requests from Tor exit nodes. 

38. The U.S. Federal Trade Commission ("FTC") publishes guides regarding 

cybersecuritylg and protection of PII and PHI19  which include basic security standards applicable 

to all types of businesses. 

39. The FTC recommends that businesses: 

a. Identify all connections to the computers where you store sensitive information. 

b. Assess the vulnerability of each connection to commonly known or reasonably 
foreseeable attacks. 

c. Do not store sensitive consumer data on any computer with an intetnet 
connection unless it is essential for conducting their business. 

d. Scan computers on their network to identify and profile the operating system 
and open network services. If services are not needed, they should be disabled 
to prevent hacks or other potential security problems. For example, if email 
service or an internet connection is not necessary on a certain computer, a 
business should consider closing the ports to those services on that computer to 
prevent unauthorized access to that machine. 

e. Pay particular attention to the security of their web applications—the software 
used to give information to visitors to their websites and to retrieve information 
from them. Web applications may be particularly vulnerable to a variety of hack 
attacks 

Ig Start with Security: A Guide for Business, FTC (June 2015), 
https ://www.ftc. aov/system/files/documents/n lain-lanzuage/odf0205 -startwithsecuritv. adf. 
19  Protecting Personal Information: A Guide for Business, FTC (Oct. 2016), 
hftps:/hwww.ftc.aov/systen-dfiles/documents/plain-lanauaLre/Udf-0136 nrotetina 

ersonalinformation.pdf. 
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f. Use a firewall to protect their computers from hacker attacks while it is 
connected to a network, especially the internet. 

g. Determine whether a border firewall should be installed where the business's 
network connects to the internet. A border firewall separates the network from 
the internet and may prevent an attacker from gaining access to a computer on 
the network where sensitive information is stored. Set access controls—settings 
that determine which devices and traffic get through the firewall to allow only 
trusted devices with a legitimate business need to access the network. Since the 
protection a firewall provides is only as effective as its access controls, they 
should be reviewed periodically. 

h. Monitor incoming traffic for signs that someone is trying to hack in. Keep an 
eye out for activity from new users, multiple log-in attempts from unknown 
users or computers, and higher-than-average traffic at unusual times of the day. 

i. Monitor outgoing traffic for signs of a data breach. Watch for unexpectedly 
large amounts of data being transmitted from their system to an unknown user. 
If large amounts of information are being transmitted from a business' network, 
the transmission should be investigated to make sure it is authorized. 

40. The FTC has brought enforcement actions against businesses for failing to 

adequately and reasonably protect customer information, treating the failure to employ reasonable 

and appropriate measures to protect against unauthorized access to confidential consumer data as 

an unfair act or practice prohibited by Section 5 of the Federal Trade Commission Act, 15 U.S.C. 

§ 45. Orders resulting from these actions further clarify the measures businesses must take to meet 

their data security obligations.20 

41: Because Defendant was entrusted with consumers' PII and PHI, it had, and has, a 

duty to consumers to keep their PII and PHI secure. 

42. Consumers, such as Plaintiff and the Class, reasonably expect that when they 

provide PII and PHI to Defendant, it will safeguard their PII and PHI. 

20  Federal Trade Commission, Privacy and Security Enforcement.• Press Releases, 
https://www.ftc.~rov/news-events/media-resources/protecting_consurner- rp ivacy/.privacy-
security-enforcement. 
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43. Nonetheless, Defendant failed to prevent the Data Breach discussed below. Had 

Defendant properly maintained and adequately protected its systems, it could have prevented the 

Data Breach. 

VI. HIPAA Standards and Violations 

44. In addition to failing to follow universal data security practices, Defendant failed 

to follow healthcare industry standard security practices, including: 

a. Failing to protect against any reasonably anticipated threats or hazards to the 

security or integrity of electronic PHI in violatiori of 45 C.F.R. § 164.306(a)(2); 

b. Failing to ensure compliance with HIPAA security standards by their workforce or 

agents in violation of 45 C.F.R § 164.306(a)(94); 

c. Failing to effectively train all members of its workforce and its agents on the 

policies and procedures with respect to PHI as necessary to maintain the security 

of PHI in violation of C.F.R. § 164.530(b) and 45 C.F.R. § 164.308(a)(5); and 

d. Failing to design and implement and enforce policies and procedures to establish 

administrative safeguards to reasonably safeguard PHI in compliance with 45 

C.F.R. § 164.530(c).. 

CLASS ALLEGATIONS 

45. Plaintiff, individually and on behalf of others similarly situated, brings this class 

action pursuant to Tex. R. Civ. P. 42. 

46. The proposed Class is defined as follows: 

All persons who are citizens of Texas and whose PII and PHI was 
maintained on Defendant's servers that were compromised in the 
Data Breach. 

47. Plaintiff reserves the right to modify, change, or expand the definitions of the 

proposed Class based upon discovery and further investigation. 

10 
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48. Numerosity: The proposed Class is so numerous that joinder of all members is 

impracticable. Although the precise number is not yet known to Plaintiff, Defendant has reported 

that the number of consumers affected by the Data Breach is 15,062 as of July 1, 2022.21  The Class 

Members can be readily identified through Defendant's records. 

49. Commonality: Questions of law or fact common to the Class include, without 

limitation: 

a. Whether Defendant owed a duty or duties to Plaintiff and the Class to exercise due 
care in collecting, storing, safeguarding, and obtaining their PII and PHI; 

b. Whether Defendant breached that duty or those duties; 

c. Whether Defendant failed to establish appropriate administrative, technical, and 
physical safeguards to ensure the security and confidentiality of records to protect 
against known and anticipated threats to security; 

d. Whether the security provided by Defendant was satisfactory to protect customer 
information as compared to industry standards; 

e. Whether Defendant misrepresented or failed to provide adequate information to 
customers regarding the type of security practices used; 

f. Whether Defendant knew or should have known that it did not employ reasonable 
measures to keep Plaintiff's and the Class's PII and PHI secure and prevent loss or 
misuse of that PII and PHI; 

g. Whether Defendant acted negligently in connection with the monitoring and 
protecting of Plaintiff's and Class's PII and PHI; 

h. Whether Defendant's conduct was intentional, willful, or negligent; 

i. Whether Defendant violated any and all statutes and/or common law listed herein; 

j. Whether the Class suffered damages as a result of Defendant's conduct, omissions, 
or misrepresentations; and 

k. Whether the Class is entitled to injunctive, declarative, and monetary relief as a 
result of Defendant's conduct. 

21  htt.ps://ocr.polta.l.hhs.gov/oct-/breach/breach-re,port.jsf 
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50. Typicality: The claims or defenses of Plaintiff are typical of the claims or defenses 

of the Class. Class members were injured and suffered damages in substantially the same manner 

as Plaintiff, Class members have the same claims against Defendant relating to the same course of 

conduct, and Class members are entitled to relief under the same legal theories asserted by 

Plaintiff. 

51. Adequacy: Plaintiff will fairly and adequately protect the interests of the proposed 

Class and has no interests antagonistic to those of the proposed Class. Plaintiff has retained counsel 

experienced in the prosecution of complex class actions including, but not limited to, data 

breaches. 

52. Predominance: Questions of law or fact common to proposed Class members 

predominate over any questions affecting only individual members. Common questions such as 

whether Defendant owed a duty to Plaintiff and the Class and whether Defendant breached its 

duties predominate over individual questions such as measurement of economic damages. 

53. Superiority: A class action is superior to other available methods for the fair and 

efficient adjudication of these claims because individual joinder of the claims of the Class is 

impracticable. Many members of the Class are without the financial resources necessary to pursue 

this matter. Even if some members of the Class could afford to litigate their claims separately, such 

a result would be unduly burdensome to the courts in which the individualized cases would 

proceed. Individual litigation increases the time and expense of resolving a common dispute 

concerning Defendant's actions toward an entire group of individuals. Class action procedures 

allow for far fewer management difficulties in matters of this type and provide the unique benefits 

of unitary adjudication, economies of scale, and comprehensive supervision over the entire 

controversy by a single judge in a single court. 

12 
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54. Manageability: Plaintiff is unaware of any difficulties that are likely to be 

encountered in the management of this action that would preclude its maintenance as a class action. 

55. The Class may be certified pursuant to Rule 42(b)(2) because Defendant has acted 

on grounds generally applicable to the Class, thereby making appropriate final injunctive relief or 

corresponding declaratory relief with respect to,the Class as a whole. 

56. The Class may also be certified pursuant to Rule 42(b)(3) because questions of law 

and fact common to the Class will predominate over questions affecting individual members, and 

a class action is superior to other methods for fairly and efficiently adjudicating the controversy 

and causes of action described in this Complaint. 

57. Particular issues under Rule 42(d) are appropriate for certification because such 

claims present particular, common issues, the resolution of which would advance the disposition 

of this matter and the parties' interests therein. 

CAUSES OF ACTION 

COUNTI 
NEGLIGENCE 

(on behalf of the Class) 

58. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

59. Defendant owed a duty of care to Plaintiff and Class members to use reasonable 

means to secure and safeguard the entrusted PII and PHI, to prevent its unauthorized access and 

disclosure, to guard it from theft, and to detect any attempted or actual breach of its systems. These 

common law duties existed because Plaintiff and Class members were the foreseeable and probable 

victims of any inadequate security practices. In fact, not only was it foreseeable that Plaintiff and 

Class members would be harmed by the failure to protect their PIl and PHI because hackers 

routinely attempt to steal such information and use it for nefarious purposes, but Defendant knew 
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that it was more likely than not Plaintiff and Class members would be harmed by such exposure 

of their PII and PHI. 

60. Defendant's duties to use reasonable security measures also arose as a result of the 

special relationship that existed between Defendant, on the one hand, and Plaintiff and Class 

members, on the other hand. The special relationship arose because Plaintiff and Class members 

entrusted Defendant with their PII and PHI, Defendant accepted and held the PII and PHI, and 

Defendant represented that the PII and PHI would be kept secure pursuant to its data security 

policies. Defendant alone could have ensured that its data security systems and practices were 

sufficient to prevent or minimize the Data Breach. 

61. Defendant's duties to use reasonable data security measures also arose under 

Section 5 of the Federal Trade Commission Act ("FTC Act"), 15 U.S.C. § 45, which prohibits 

"unfair ... practices in or affecting commerce," including, as interpreted and enforced by the FTC, 

the unfair practice of failing to use reasonable measures to protect PII and PHI. Various FTC 

publications and data security breach orders further form the basis of Defendant's duties. In 

addition, individual states have enacted statutes based upon the FTC Act that also created a duty. 

62. Defendant's violations of Section 5 of the FTC Act constitute negligence per se. 

63. Defendant breached the aforementioned duties when it failed to use security 

practices that would protect the PII and PHI provided to it by Plaintiff and Class members, thus 

resulting in unauthorized third-party access to the Plaintiff's and Class members' PII and PHI. 

64. Defendant further breached the aforementioned duties by failing to design, adopt, 

implement, control, manage, monitor, update, and audit its processes, controls, policies, 

procedures, and protocols to comply with the applicable laws and safeguard and protect Plaintiff's 

and Class members' PII and PHI within its possession, custody, and control. 

14 
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65. As a direct and proximate cause of failing to use appropriate security practices, 

Plaintiff's and Class members' PII and PHI was disseminated and made available to unauthorized 

third parties. 

66. Defendant admitted that Plaintiff's and Class mernbers' PII and PHI was 

wrongfully disclosed as a result of the Data Breach. 

67. The Data Breach caused direct and substantial damages to Plaintiff and Class 

members, as well as the possibility of future and imminent harm through the dissemination of their 

PII and PHI and the greatly enhanced risk of credit fraud or identity theft. 

68. By engaging in the forgoing acts and omissions, Defendant committed the common 

law tort of negligence. For all the reasons stated above, Defendant's conduct was negligent and 

departed from reasonable standards of care including by, but not limited to: failing to adequately 

protect the PII and PHI; failing to conduct regular security audits; and failing to provide adequate 

and appropriate supervision of persons having access to Plaintiff s and Class members' PII and 

PHI. 

69. But for Defendant's wrongful and negligent breach of its duties owed to Plaintiff 

and the Class, their PII and PHI would not have been compromised. 

70. Neither Plaintiff nor the Class contributed to the breach or subsequent misuse of 

their PII and PHI as described in this Complaint. As a direct and proximate result of Defendant's 

actions and inactions, Plaintiff and the Class have been put at an increased risk of credit fraud or 

identity theft, and Defendant has an obligation to mitigate damages by providing adequate credit 

and identity monitoring services. Defendant is liable to Plaintiff and the Class for the reasonable 

costs of future credit and identity monitoring services for a reasonable period of time, substantially 

in excess of one year. Defendant is also liable to Plaintiff and the Class to the extent that they have 
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directly sustained damages as a result of identity theft or other unauthorized use of their PII and 

PHI, including the amount of time Plaintiff and the Class have spent and will continue to spend as 

a result of Defendant's negligence. Defendant is also liable to Plaintiff and the Class to the extent 

their PII and PHI has been diminished in value because Plaintiff and the Class no longer control 

their PII and PHI and to whom it is disseminated. 

COUNT II 
INVASION OF PRIVACY 

(on behalf of the Class) 

71. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

72. Defendant invaded Plaintiff's and the Class's right to privacy by allowing the 

unauthorized access to their PII and PHI and by negligently maintaining the confidentiality of 

Plaintiff's and the Class's PIl and PHI, as set forth above. 

73. The intrusion was offensive and objectionable to Plaintiff, the Class, and to a 

reasonable person of ordinary sensibilities in that Plaintiff's and the Class's PII and PHI was 

disclosed without prior written authorization from Plaintiff and the Class. 

74. The intrusion was into a place or thing which was private and is entitled to be 

private, in that Plaintiff and the Class provided and disclosed their PII and PHI to Defendant 

privately with an intention that the PII and PHI would be kept confidential and protected from 

unauthorized disclosure. Plaintiff and the Class were reasonable to believe that such information 

would be kept private and would not be disclosed without their written authorization. 

75. As a direct and proximate result of Defendant's above acts, Plaintiff's and the 

Class's PII and PHI was viewed, distributed, and used by persons without prior written 

authorization and Plaintiff and the Class suffered damages as described herein. 
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76. Defendant is guilty of oppressiori, fraud, or malice by permitting the unauthorized 

disclosure of Plaintiff's and the Class's PII and PHI with a willful and conscious disregard of their 

right to privacy. 

77. Unless and until enjoined, and restrained by order of this Court, Defendant's 

wrongful conduct will continue to cause Plaintiff and the Class great and irreparable injury in that 

the 'PII and PHI maintained by Defendant can be viewed, printed, distributed, and used by 

unauthorized persons. Plaintiff and the Class have no adequate remedy at law for the injuries in 

that a judgment for the monetary damages will not end the invasion of privacy for Plaintiff and the 

Class, and Defendant may freely treat Plaintiff's and the Class's PII and PHI with sub-standard 

and insufficient protections. 

COUNT III 
UNJUST ENRICHMENT 

(on behalf of the Class) 

78. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

79. Plaintiff and the Class have an interest, both equitable and legal, in their PII and 

PHI that was conferred upon, collected by, and maintained by Defendant and that was ultimately 

compromised in the Data Breach. 

80. Defendant, by way of its acts and omissions, knowingly and deliberately enriched 

itself by saving the costs it reasonably should have expended on security measures to secure 

Plaintiff's and the Class's PII and PHI. 

81. Defendant also understood and appreciated that the PII and PHI pertaining to 

Plaintiff and the Class was private, and confidential and its value depended upon Defendant 

maintaining the privacy and confidentiality of that PII and PHI. 

17 

Case 2:23-cv-00047   Document 1-1   Filed on 02/10/23 in TXSD   Page 19 of 66



82. Instead of providing for a reasonable level of security that would have prevented 

the breach—as is common practice among companies entrusted with such PII and PHI— 

Defendant instead consciously and opportunistically calculated to increase its own profits at the 

expense of Plaintiff and the Class. Nevertheless, Defendant continued to obtain the benefits 

conferred on it by Plaintiff and the Class. The benefits conferred upon, received, and enjoyed by 

Defendant were not conferred officiously or gratuitously, and it would be inequitable and unjust 

for Defendant to retain these benefits. 

83. Plaintiff and the Class, on the other hand, suffered as a direct and proximate result. 

As a result of Defendant's decision to profit rather than provide requisite security, and the resulting 

breach disclosing Plaintiff's and the Class's PII and PHI, Plaintiff and the Class suffered and 

continue to suffer considerable injuries in the forms of, inter alia, attempted identity theft, time 

and expenses mitigating harms, diminished value of PII and PHI, loss of privacy, and increased 

risk of harm. 

84. Thus, Defendant engaged in opportunistic conduct in spite of its duties to Plaintiff 

and the Class, wherein it profited from interference with Plaintiff's and the Class's legally 

protected interests. As such, it would be inequitable, unconscionable, and unlawful to permit 

Defendant to retain the benefits it derived as a consequence of its conduct. 

85. Accordingly, Plaintiff, on behalf of herself and the Class, respectfully requests that 

this Court award relief in the form of restitution or disgorgement in the amount of the benefit 

conferred on Defendant as a result of its wrongful conduct, including specifically, the amounts that 

Defendant should have spent to provide reasonable and adequate data security to protect Plaintiff's 

and the Class's PII and PHI, and/or compensatory damages. 

COUNTIV 
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BAILMENT 
(on behalf of the Class) 

86. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

87. Plaintiff and the Class provided, or authorized disclosure of, their PII and PHI to 

Defendant. 

88. In allowing their PII and PHI to be made available to Defendant, Plaintiff and the 

Class intended and understood that Defendant would adequately safeguard their PII and PHI. 

89. For its own benefit, Defendant accepted possession of PlaintifPs and the Class's 

PII and PHI. 

90. By accepting possession of Plaintiff's and the Class's PII and PHI, Defendant 

understood that Plaintiff and the Class expected Defendant to adequately safeguard their PII and 

PHI. Accordingly, a bailment (or deposit) was established for the mutual benefit of the parties. 

During the bailment (or deposit), Defendant owed a duty to Plaintiff and the Class to exercise 

reasonable care, diligence, and prudence in protecting their personal information. 

91. Defendant breached its duty of care by failing to take appropriate measures to 

safeguard and protect Plaintiff's and the Class's personal information, resulting in the unlawful 

and unauthorized access to and misuse of their PII and PHI. 

92. As a direct and proximate result of Defendant's breach of its duty, Plaintiff and 

Class Members suffered consequential damages that were reasonably foreseeable to Defendant, 

including but not limited to the damages set forth above. 

93. As a direct and proximate result of Defendant's breach of its duties, the personal 

information of Plaintiff and the Class entrusted, directly or indirectly, to Defendant during the 

bailment (or deposit) was damaged and its value diminished. 
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COUNT V 
BREACH OF IMPLIED CONTRACT 

(on behalf of the Class) 

94. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

95. Defendant invited Plaintiff and the Class to provide their PII and PHI to Defendant. 

As consideration for the benefits Defendant was to administer, Plaintiff and the Class provided 

their PII and PHI to Defendant. When Plaintiff and the Class provided their PII and PHI to 

Defendant, they entered into implied contracts by which Defendant agreed to protect their PII and 

PHI and only use it solely to administer benefits. As part of the offer, Defendant would safeguard 

the PII and PHI using reasonable or industry-standard means. 

96. Accordingly, Plaintiff and the Class accepted Defendant's offer to administer 

benefi'ts and provided Defendant their PII and PHI. 

97. Plaintiff and the Class fully performed their obligations under the implied contracts 

with Defendant. However, Defendant breached the implied contracts by failing to safeguard. 

Plaintiff s and the Class's PII and PHI. 

98. The losses and damages Plaintiff and the Class sustained that are described herein 

were the direct and proximate result of Defendant's breaches of its implied contracts with them. 

Additionally, because Plaintiff and the Class continue to be parties to the ongoing administration 

and distribution of benefits under the contracts, and because damages may not provide a. complete 

remedy for the breaches alleged herein, Plaintiff and the Class are therefore entitled to specific 

performance of the contracts to ensure data security measures necessary to properly effectuate the 

contracts maintain the security of their PII and PHI from unlawful exposure. 
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99. Defendant's conduct as alleged herein also violated the implied covenant of good 

faith and fair dealing inherent in every contract, and it is liable to Plaintiff and the Class for 

associated damages and specific performance. 

COUNT VI 
BREACH OF CONFIDENCE 

(on behalf of the Class) 

100. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

101. As alleged above, Plaintiff and the Class had agreements with Defendant, both 

express and implied, that required Defendant to keep their PIl and PHI confidential. 

102. Defendant breached that confidence by disclosing Plaintiff's and the Class's PII 

and PHI without their authorization and for unnecessary purposes. 

103. As a result of the data breach, Plaintiff and the Class suffered damages that were 

attributable to Defendant's failure to maintain confidence in their PII and PHI. 

COUNT VII 
INVASION OF PRIVACY - INTRUSION UPON SECLUSION 

(on behalf of the Class) 

104. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

105. Plaintiff and Class members have objective reasonable expectations of solitude and 

seclusion in their personal and private information and the confidentiality of the content of 

personal information and non-public medical information. 

106. Defendant intruded upon that seclusion by allowing the unauthorized access to the 

Plaintiff and Class members' PII and PHI without Plaintiff and Class members' consent, 

knowledge, authorization, notice, or privilege by negligently maintaining the confidentiality of 

Plaintiff and Class members' information as set out above. 
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107. Defendant's breach of the confidentiality resulted in insecure systems allowing 

harmful disclosure of the information to criminals and criminal data markets. 

108. The intrusion was offensive and objectionable to Plaintiff, Class members, and to 

a reasonable person of ordinary sensibilities in that Plaintiff and Class members' sensitive 

information was disclosed without prior written authorization of Plaintiff and the Class. 

109. The intrusion was into a place or thing which was private and is entitled to be 

private, in that Plaintiff and the Class members provided and disclosed their PII and PHI to 

Defendant privately with the intention that the PII and PHI would be kept confidential and 

protected from unauthorized disclosure. Plaintiff and Class members were reasonable to believe 

that such information would be kept private and would not be disclosed without consent. 

110. Plaintiff and Class members were further reasonable to believe that the PII and PHI 

would be reasonably protected against third-party criminal extraction through foreseeable hacking 

activity. 

111. This improper disclosure increased the risk that the personal data was delivered to 

criminal data markets thereby increasing the risk of identity theft to Plaintiff and Class members. 

112. The harm included the erosion of the essential confidential relationship between the 

patient and the healthcare provider. 

113. As a direct and proximate result of the unauthorized disclosure, Defendant caused 

Plaintiff and Class members the following damages: 

a. Sensitive and confidential information is no longer private; 

b. Erosion of provider-patient relationship; 

c. Loss of value of provider-patient relationship; 
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d. General damages for invasion of privacy rights in an amount to be determined by a 

jury; 

e. Nominal damages for each independent violation; 

f. Unlawful taking of valuable data without compensating Plaintiff or the Class. 

g. Plaintiff and class members did not get the full value of the medical services for 

which they paid, which included the duty to maintain confidentiality of the PII and 

PHI; 

h. Diminution of value of Plaintiff's and Class members' PII and PHI. 

COUNT VIII 
VIOLATIONS OF THE TEXAS DECEPTIVE TRADE PRACTICES- 

CONSUMER PROTECTION ACT 
Tex. Bus. & Com. Code Ann. § 17.41, et seq. 

(on behalf of the Class) 

114. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

115. Plaintiff intends to assert a claim under the Texas Deceptive Trade Practices-

Consumer Protection Act, Tex. Bus. & Com. Code Ann. § 17.41, et seq., on behalf of the Class. 

Plaintiff provided written notice in satisfaction of Tex. Bus. & Com. Code Ann. § 17.505 on 

December 30, 2022, and may amend this Complaint to assert a claim under the statute once the 

required 60 days have elapsed. This paragraph is included for purposes of notice only and is not 

intended to actually assert a claim under the statute. 

CONDITIONS PRECEDENT 

116. All conditions precedent to Plaintiff's right to recover the relief sought herein have 

occurred, been satisfied, or been waived. 

PRAYER FOR RELIEF 
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WHEREFORE, Plaintiff, individually and on behalf of all others similarly situated, prays 

f6r a judgment against Defendant as follows: 

a. For an order certifying the proposed Class, appointing Plaintiff as Representative 
of the proposed Class, and appointing the law firms representing Plaintiff as counsel 
for the Class; 

b. For compensatory and punitive and treble damages in an amount to be determined 
at trial; 

c. Payment of costs and expenses of suit herein incurred; 

d. Both pre-and post judgment interest on any amounts awarded; 

e. Payment of reasonable attorneys' fees and expert fees; 

f. Such other and further relief as the Court may deem proper. 

DEMAND FOR JURY TRIAL 

Plaintiff hereby demands trial by jury and is paying the requisite fee herewith. 

Dated: January 9, 2023 Respectfully submitted, 

/s/Alex Hilliard 
Robert C. Hilliard 
Texas Bar No. 09677700 
Alex Hilliard 
Texas Bar No. 24099145 
Michael Richardson 
Texas Bar No. 24002838 
HILLIARD MARTINEZ GONZALES LLP 
719 S. Shoreline Blvd. 
Corpus Christi, Texas 78401 
Phone: 361-882-1612 
bobh(r~hmglaw.com 
alex@hmglawfirm.com 
mrichardson@hmglaw.com 

Jeffrey S. Goldenberg 
(pro hac vice to be filed) 
Todd B. Naylor 
(pro hac vice to be filed) 
Robert B. Sherwood 
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(pro hac vice to be filed) 
GOLDENBERG SCHNEIDER, LPA 
4445 Lake Forest Drive, Suite 490 
Cincinnati, Ohio 45242 
Phone: (513) 345-8291 
igoldenberc7@~is-legal.com 
tnalor@gs-legal.com 
rsherwood(cr~~gs-le a~om 

Charles E. Schaffer 
(pro hac vice to be filed) 
LEVIN, SEDRAN & BERMAN 
510 Walnut Street, Suite 500 
Philadelphia, PA 19106 
Phone: (215) 592-1500 
cschaffer,(cD,lfsblaw.com 

Counsel for Plaintiff and Proposed Class 
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Automated Certificate of eService 
This automated certificate of service was created by the efiling system. 
The filer served this document via email generated by the efiling system 
on the date and to the persons listed below. The rules governing 
certificates of service have not changed. Filers must still provide a 
certificate of service that complies with all applicable rules. 

Annabel Garza on behalf of Alex Hilliard 
Bar No. 24099145 
agarza@hmglawfirm.com 
Envelope I D: 71629954 
Status as of 1/10/2023 11:11 AM CST 

Case Contacts 

Name BarNumber Email TimestampSubmitted Status 

Michael Richardson 

 

mrichardson@hmglawfirm.com 1/9/2023 5:32:11 PM SENT 

Alex Hilliard 

 

Alex@hmglawfirm.com 1/9/2023 5:32:11 PM SENT 

Robert C.Hilliard 

 

bobh@hmglawfirm:com 1/9/2023 5:32:11 PM SENT 

HMG Service 

 

HMGService@hmglawfirm.com 1/9/2023 5:32:11 PM SENT 

Charles E.Schaffer 

 

eschaffer@Ifsbiaw.com 1/9/2023 5:32:11 PM SENT 

Jeffrey S.Goldenberg 

 

jgoldenberg@gs-legal.com 1/9/2023 5:32:11 PM SENT 

Todd B. Naylor 

 

tnaylor@gs-legal.com 1/9/2023 5:32:11 PM SENT 

Robert B.Sherwood 

 

rsherwood@gs-legal.com 1/9/2023 5:32:11 PM SENT 

Case 2:23-cv-00047   Document 1-1   Filed on 02/10/23 in TXSD   Page 28 of 66



Citation for Personal Service —RESIDENT 
C o py 

Case Number: 2023CCV-60024-1 

THE STATE OF TEXAS 

NOTICE TO DEFENDANT: You have been sued. You may employ an attorney. If you or your 
attorney do not file a written answer with the clerk who issued this citation by 10:00 a.m. on the Monday next 
following the expiration of twenty days after you were served this citation and petition, a default judgment may 
be taken against you. In addition to filing a written answer with the clerk, you may be required to make initial 
disclosures to the other parties of this suit. These disclosures generally must be made no later than 30 days 
after you fi.le your answer with the clerk. Find out more at TexasLawHelp.org. 

TO: Christus Spohn Health System Corporation 
Registered Agent- Corporation Service Company 
dba CSC- Lawyers Incorporating Service Company 
211 E. 7th St, Ste. 620 
Austin, Texas 78701 

the Defendant, 

®ELI R~,~ 

BY: k PSC:—tWz—~ 
ATX Process, LLC 

GREETING: You are commanded to appear by filing a written answer to the Plaintiffs Original Petition 
With Attached Covid Standing Orders And Notice at or before 10:00 o'clock a.m. of the Monday next after 
the expiration of 20 days after the date of service of this citation before the Honorable Todd Robinson, 
County Court at Law #1 of Nueces County, Texas at the Courthouse of said County in Corpus Christi, Texas. 
Said Petition was filed on the 9th day of January, 2023. A copy of same accompanies this citation. 
The file number of said suit being Number: 2023CCV-60024-1 

The style of the case is: Maria Vera vs. Christus Spohn Health System Corporation 

Said Petition was filed in said court by Alexander Hilliard, attorney for Plaintiff, whose address is 719 S. 
Shoreline Blvd., Corpus Christi, Tx 78401. 

The nature of the demand is fully shown by a true and correct copy of the Petition accompanying this 
citation and made a part hereof. 

The officer executing this writ shall promptly mail the same according to requirement of law, and the 
mandates thereof, and make due return as the law directs. 

Issued and given under my hand and seal of said court at Corpus Christi, Texas, this 13th day of 
January, 2023. 

ANNE LORENTZEN, DISTRICT CLERK 
NUECES COUNTY, TEXAS 
901 LEOPARD STREET, ROOM 313 
CORPUS CHRISTI, TEXAS 78401 

1/13/2023 12:56:36 PM 

BY: (,),~,(~. Deputy 
Laura Munoz 
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RETURN OF SERVICE 
2023CCV-60024-1 MARIA VERA COUNTY COURT AT LAW #1 

VS. 
CHRISTUS SPOHN HEALTH 

SYSTEM CORPORATION 

Name 

ADDRESS FOR SERVICE 
Christus Spohn Health System Corporation 
Registered Agent- Corporation Service Company 
dba CSC- Lawyers Incorporating Service Company 
211 E. 7TH ST, STE. 620 
Austin, Texas 78701 

OFFICER'S OR AUTHORIZED PERSON'S RETURN 

Came to hand on the day of _ , 20 , at o'clock _, m., and executed in 
County, Texas by delivering to the within named defendant in person, a true copy of this citation with the 

date of delivery endorsed thereon, together with the accompanying copy of the 
, at the following times and places, to-wit: 

NAME DATE/TIME PLACE, COURSE & DISTANCE FROM COURTHOUSE 

And not executed as to the defendant(s), 
The diligence used in finding said defendant(s) being: 

and the cause of failure to execute this process is: 

and the information received as to the whereabouts of said defendant(s) being: 

Fees: Officer 
Serving Petition and Copy $ ~ County, Texas 
Total $ By Deputy 

COMPLETE IF YOU ARE A PERSON OTHER THAN A SHERIFF, CONSTABLE, OR CLERK OF THE COURT. 

In accordance with Rule 107: The officer or authorized person who serves, or attempts to serve, a citation shall sign the return. The 
signature is not required to be verified. If the return is signed by a person other than a sheriff, constable, or the clerk of the court, the 
return shall be signed under penalty of perjury and contain the following statement: 
"My name is my date of birth is and my 

(First, Middle, Last) 
address is 

. (Street, City, State, Zip, Country) 
I DECLARE UNDER PENALTY OF PERJURY THAT THE FORGOING IS TRUE AND CORRECT. 
Executed in County, State of on the day of 
of 20 

Declarant / Authorized Process Server 

ID# & Expiration of Certification 
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Notice of Service of Process
KP / ALL

Transmittal Number: 26236688
Date Processed: 01/19/2023

Primary Contact: Maria Ganson
CHRISTUS Health
919 Hidden Rdg
Irving, TX 75038-3813

Electronic copy provided to:  Maida Lerma
 Ivana Taylor-Brandenburg
 Kristen Fain
 Peyton Hedrick
 Constance Dukes
 Sophia Jacobs
 Crystal Florey
 David Raff
 Michael Fish

Entity: CHRISTUS Spohn Health System Corporation
Entity ID Number  1893982

Entity Served: Christus Spohn Health System Corporation

Title of Action: Maria Vera vs. Christus Spohn Health System Corporation

Matter Name/ID: Maria Concepcion Vera vs. Christus Spohn Health System Corporation
(13434477)

Document(s) Type: Citation/Petition

Nature of Action: Class Action

Court/Agency: Nueces County Court, TX

Case/Reference No: 2023CCV-60024-1

Jurisdiction Served: Texas

Date Served on CSC: 01/18/2023

Answer or Appearance Due: 10:00 am Monday next following the expiration of 20 days after service

Originally Served On: CSC

How Served: Personal Service

Sender Information: Goldenberg Schneider, LPA
513-345-8291

Information contained on this transmittal form is for record keeping, notification and forwarding the attached document(s). It does not
constitute a legal opinion. The recipient is responsible for interpreting the documents and taking appropriate action.

To avoid potential delay, please do not send your response to CSC
251 Little Falls Drive, Wilmington, Delaware 19808-1674   (888) 690-2882   |   sop@cscglobal.com
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Filed 
1/10/2023 9:34 PM 

Anne Lorentzen 
District Clerk 

Nueces County, Texas 

CASE NO. 2023CCV-60024-1 

IN THE COUNTY COURT 
MARIA VERA, individually and on behalf of 
all others similarly situated, 

Plaintiff, 

V. AT LAW NO. 1 

CHRISTUS SPOHN HEALTH SYSTEM 
CORPORATION, 

Defendant. 
NUECES COUNTY, TEXAS 

PLAINTIFF' S FIRST AMENDED PETITION 

Plaintiff Maria Vera, individually and on behalf of all others similarly situated ("Plaintiff'), 

brings this class action against Defendant Christus Spohn Health System Corporation ("Christus 

Spohn" or "Defendant") and alleges as follows: 

DISCOVERY CONTROL PLAN 

1. Pursuant to the provisions of the Texas Rule of Civil Procedure 190.4, Plaintiff 

pr.oposes to conduct discovery according to a Level 3 Discovery Control Plan. 

CLAIM FOR RELIEF 

2. In accordance with Texas Rule of Civil Procedure 47, Plaintiff seeks monetary 

relief over $1,000,000.00. 

JURISDICTION AND VENUE 

3. This Court has jurisdiction of the subject matter of this action, and the amount in 

controversy is above its minimum jurisdictional limits. All other jurisdictional prerequisites and 

conditions precedent to suit have been met. 

4. This Court has personal jurisdiction over Defendant because all or a substantial part 

of the events giving rise to this dispute occurred in Texas, and this lawsuit arises out of a tort 

1 
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Defendant committed in Texas. This Court otherwise has personal jurisdiction over Defendant 

because it conducts a substantial amount of business in Texas, and/or has continuous, systematic 

contacts with Texas. 

5. Venue is proper in Harris County, Texas pursuant to TEx. Cw. PxAC. & REM. CoDE 

§§ 15.002(a) and (3) because the events giving rise to this action occurred in whole or substantial 

part in this county and Defendant's principal office is within this district. Further, Nueces County 

is a convenient forum and venue to Defendant, maintaining this litigation in this forum would not 

work a substantial injustice on Defendant, and the interests of justice dictate that this litigation be 

maintained in this forum and venue. 

6. This case cannot be removed to federal court because no federal question exists, at 

least one defendant is a citizen of Texas, and complete diversity does not exist between the parties. 

See 28 U.S.C. § 1441. Removal would therefore have no basis in law or fact, and an improper 

removal would subject Defendant to an award of costs, expenses, and fees, including, but not 

limited to, attorney's fees under 28 U.S.C. § 1447(c). 

PARTIES 

7. Plaintiff Maria Vera is a resident and citizen of Nueces County, Texas. 

8. Defendant Christus Spohn Health System Corporation is a Texas corporation with 

its principal place of business in Corpus Christi, Texas and may be served through its registered 

service agent, Corporation Service Company DBA CSC — Lawyers Incorporating Service 

Company, 211 E. 7th Street, Suite 620, Austin, Texas 78701. Service will be by process server. 

Service is hereby requested. 

FACTUAL ALLEGATIONS 

I. Christus Spohn 
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Defendant Christus Spohn is a health system that operates two hospitals in Corpus 

Christi, Texas.l 

10. In fiscal year 2021, Defendant had 436,546 outpatient visits.z 

11. Defendant is part of the Christus Health System, which operates throughout Texas, 

as well as locations in New Mexico and Louisiana.3 

12. Defendant's patients, like Plaintiff and Class members, provided certain Personal 

Identifying Information ("PII") and Protected Health Information ("PHI") to Defendant. 

13. As a health system with an acute interest in maintaining the confidentiality of the 

PII and PHI entrusted to it, Defendant is well-aware of the numerous data breaches that have 

occurred throughout the United States and its responsibility for safeguarding PII and PHI in its 

possession. 

14. Defendant represents to consumers and the public that it possesses robust security 

features to protect PII and PHI. 

15. Defendant's privacy policies specifically states that it takes steps to keep PII and 

PHI secure: 

CHRISTUS Health understands how important your personal 
medical information is to you. We protect the privacy of your health 
information because it is the right thing to do. 

We understand that your health information is personal and we are 
committed to protecting your privacy.4 

II. The Data Breach 

1  https://www.christushealth.org/connect/ministries/spohn 
2  Id. 
3  https://www.christushealth.org/locations 
4  https://www.christushealth.orc/-/media/files/privacy-and- 
nondiscrimination/211474corp noticeofprivacypractices6sian en 1.~'ish_ christus-health.ashx 
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16. According to Defendant, on or before May 4, 2022, Defendant "learned that an 

unauthorized third party gained access to [its] network and obtained certain files from CHRISTUS 

Spohn."5 

17. During its investigation, Defendant determined that certain impacted files 

containing patients' PII and PHI were accessed or acquired between April 9, 2022, and May 4, 

2022 (the "Data Breach").6 

18. The compromised data included: 

patients' names, addresses, dates of birth, medical record numbers, 
Social Security numbers and health insurance information [and] 
[s]ome clinical data may have been included7 

19. On or about June 17, 2022, Defendant issued a press release and began to notify 

affected patients of the Data Breach.$ 

20. Defendant began sending letters to some affected patients at an undisclosed time.9 

21. Only on November 11, 2022, did Defendant begin to send letters to the remaining 

identified patients.lo 

22. Defendant sent a letter to Plaintiff directed to her home address in Nueces County 

dated November 22, 2022, notifying her of the Data Breach. See Exhibit A. 

23. Defendant's letter, received by Plaintiff in Nueces County, also offered free credit 

monitoring services to affected patients.l l 

5  https://www.christushealth.ora/-/media/christus-liealth/connect-with- 
christus/tiles/ministries/spohn/information-for-our-patients-regarding-cybersecurity-incident pdf 
6  Id. 
' Id. 
8  Id. 
9  Id 
10  Id 
11  Id 
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24. Defendant did not state why it was unable to detect the unauthorized individuals 

accessing Defendant's servers until nearly one month after the Data Breach began. 

25. Defendant did not state why it did not contact patients about the breach until more 

than six months after discovering the Data Breach. 

26. Defendant failed to prevent the Data Breach because it did not adhere to commonly 

accepted security standards and failed to detect that its databases were subject to a security breach. 

III. Injuries to Plaintiff and the Class 

27. As a direct and proximate result of Defendant's actions and omissions in failing to 

protect Plaintiffls PII and PHI, Plaintiff and the Class have been damaged. 

28. Plaintiff and the Class have been placed at a substantial risk of harm in the form of 

credit fraud or identity theft and have incurred and will likely incur additional damages, including 

spending substantial amounts of time monitoring accounts and records, in order to prevent and 

mitigate credit fraud, identity theft, and financial fraud. Plaintiff has spent numerous hours 

monitoring and reviewing her accounts and records in response to receiving the breach notification 

letter. 

29. In addition to the irreparable damage that may result from the theft of PII and PHI, 

identity theft victims must spend numerous hours and their own money repairing the impacts 

caused by this Data Breach. After conducting a study, the Department of Justice's Bureau of 

Justice Statistics found that identity theft victims "reported spending an average of about 7 hours 

clearing up the issues" and resolving the consequences of fraud in 2014.12 

30. In addition to fraudulent charges and damage to their credit, Plaintiff and the Class 

will spend substantial time and expense (a) monitoring their accounts to identify fraudulent or 

1z  U.S. Dep't of Justice, Victims ofldentity Theft, 2014 (Nov. 13, 2017), 
http://www.b-is.gov/content/.pub/

`
i)df/vitl4.pdf. 

5 

Case 2:23-cv-00047   Document 1-1   Filed on 02/10/23 in TXSD   Page 36 of 66



suspicious charges; (b) cancelling and reissuing cards; (c) purchasing credit monitoring and 

identity theft prevention services; (d) attempting to withdraw funds linked to compromised, frozen 

accounts; (e) removing withdrawal and purchase limits on compromised accounts; (f) 

communicating with financial institutions to dispute fraudulent charges; (g) resetting automatic 

billing instructions and changing passwords; (h) freezing and unfreezing credit bureau account 

information; (i) cancelling and re-setting automatic payments as necessary; and (j) paying late fees 

and declined payment penalties as a result of failed automatic payments. 

31. Additionally, Plaintiff and the Class have suffered or are at increased risk of 

suffering from, inter alia, the loss of the opportunity to control how their PII and PHI is used, the 

diminution in the value and/or use of their PII and PHI entrusted to Defendant, and loss of privacy. 

32. Since the Data Breach, Plaintiff has experienced an increase in spam and phishing 

attempts, and was even temporarily locked out of her gmail account. Plaintiff has spent at least 4 

hours contacting credit bureaus, placing freezes on her credit, and attempting to sign up for the 

free credit monitoring program. And although Plaintiff has not yet experienced fraudulent activity 

on her credit cards, as a result of the Data Breach, Plaintiff has been forced to spend time checking 

her accounts twice a month to ensure that nothing is awry. 

IV. The Value of PII and PFII 

33. It is well known that PIf and PHI, and financial account information in particular, 

are invaluable commodities and frequent targets of hackers. 

34. According to Javelin Strategy & Research, in 2017 alone over 16.7 million 

individuals were affected by identity theft, causing $16.8 billion to be stolen.13 

13 Javelin Strategy & Research, Identity Fraud Hits All Time High YVith 16.7 Million U.S. Victims 
in 2017, According to New Javelin Strategy & Research Study (Feb. 6, 2018), 
https://www. javelinstrategy.com/press-release/identity-fraud-hits-all-tinie-high-167-million-us- 
victims-2017-accordint-new javelin. 
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35. People place a high value not only on their PII and PHI, but also on the privacy of 

that data. This is because identity theft causes "significant negative financial impact on victims" 

as well as severe distress and other strong emotions and physical reactions.la 

36. People are particularly concerned with protecting the privacy of their financial 

account information and social security numbers, which are the "secret sauce" that is "as good as 

your DNA to hackers."15  There are long-term consequences to data breach victims whose social 

security numbers are taken and used by hackers. Even if they know their social security numbers 

have been accessed, Plaintiff and Class Members cannot obtain new numbers unless they become 

a.victim of social security number misuse. Even then, the Social Security Administration has 

warned that "a new number probably won't solve all [] problems ... and won't guarantee ... a 

fresh start."16 

37. The PII and PHI of minors can be used to receive illicit gains through methods such 

as credit card fraud with newly created accounts. The fact that a minor's social security number 

has not yet been used for financial purposes actually makes it more valued by hackers rather than 

less. The "blank slate" credit file of a child is much less limited than the potentially low credit 

score of an adult. Social security numbers that have never been used for financial purposes are 

14  Identity Theft Resource Center, Identity Theft.• The Aftermath 2017, 
https://www.ftc.cov/system/files/docunients/public comments/201.7/10/00004-141444.pdf. 
Is Cameron Huddleston, How to Protect Your Kids From the Anthem Data Breach, Kiplinger, 
(Feb. 10, 2015), https://www.kiplinger.com/article/credit/T048-CO11-S001-how-to-protect-Your- 
kids-from-the-anthem-data-brea.html. 
16 Social Security Admin., Identity Theft and Your Social Security Number, at 6-7, 
https://www.ssa.gov/pubs/EN-05-10064.pdf. 
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uniquely valuable as thieves can pair them with any name and birthdate. After that happens, thieves 

can open illicit credit cards or even sign up for government benefits.17 

V. Industry Standards for Data Security 

38. In light of the numerous high-profile data breaches targeting companies like Target, 

Neiman Marcus, eBay, Anthem, Deloitte, Equifax, and Capital One, Defendant is, or reasonably 

should have been, aware of the importance of safeguarding PII and PHI, as well as of the 

foreseeable consequences of its systems being breached. 

39. Security standards commonly accepted among businesses that store PII and PHI 

using the internet include, without limitation: 

a. Maintaining a secure firewall configuration; 

b. Monitoring for suspicious or irregular traffic to servers; 

c. Monitoring for suspicious credentials used to access servers; 

d. Monitoring for suspicious or irregular activity by known users; 

e. Monitoring for suspicious or unknown users; 

f. Monitoring for suspicious or irregular server requests; 

g. Monitoring for server requests for PII and PHI; 

h. Monitoring for server requests from VPNs; and 

i. Monitoring for server requests from Tor exit nodes. 

17  Richard Power, "Child Identity Theft: New Evidence Indicates Identity Thieves are Targeting 
Children for Unused Social Security Numbers," Carnegie Mellon CyLab, 
httl2s://www.cylab.cmu.edu/ files/pdfs/reports/2011/child-identity_theft pdf. 
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40. The U.S. Federal Trade Commission ("FTC") publishes guides regarding 

cybersecuritylg and protection of PII and PHI19  which include basic security standards applicable 

to all types of businesses. 

41. The FTC recommends that businesses: 

a. Identify all connections to the computers where you store sensitive information. 

b. Assess the vulnerability of each connection to commonly known or reasonably 
foreseeable attacks. 

c. Do not store sensitive consumer data on any computer with an intemet 
connection unless it is essential for conducting their business. 

d. Scan computers on their network to identify and profile the operating system 
and open network services. If services are not needed, they should be disabled 
to prevent hacks or other potential security problems. For example, if email 
service or an internet connection is not necessary on a certain computer, a 
business should consider closing the ports to those services on that computer to 
prevent unauthorized access to that machine. 

e. Pay particular attention to the security of their web applications—the software 
used to give information to visitors to their websites and to retrieve information 
from them. Web applications may be particularly vulnerable to a variety of hack 
attacks 

f. Use a firewall to protect their computers from hacker attacks while it is 
connected to a network, especially the internet. 

g. Determine whether a border firewall should be installed where the business's 
network connects to the internet. A border firewall separates the network from 
the internet and may prevent an attacker from gaining access to a computer on 
the network where sensitive information is stored. Set access controls—settings 
that determine which devices and traffic get through the firewall—to allow only 
trusted devices with a legitimate business need to access the network. Since the 
protection a firewall provides is only as effective as its access controls, they 
should be reviewed periodically. 

18  Start with Security: A Guide for Business, FTC (June 2015), 
https://www.ftc.gowstem/files/documents/plain-language/pdf0205-startwithsecurity.pdf. 
19  Protecting Personal Information: A Guide for Business, FTC (Oct. 2016), 
https://www.ftc.gov/system/files/docunients/plain-lan,izuage/pdf-0136 proteting 
personalinformation.pdf. 
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h. Monitor incoming traffic for signs that someone is trying to hack in. Keep an 
eye out for activity from new users, multiple log-in attempts from unknown 
users or computers, and higher-than-average traffic at unusual times of the day. 

i. Monitor outgoing traffic for signs of a data breach. Watch for unexpectedly 
large amounts of data being transmitted from their system to an unknown user. 
If large amounts of information are being transmitted from a business' network, 
the transmission should be investigated to make sure it is authorized. 

42. The FTC has brought enforcement actions against businesses for failing to 

adequately and reasonably protect customer information, treating the failure to employ reasonable 

and appropriate measures to protect against unauthorized access to confidential consumer data as 

an unfair act or practice prohibited by Section 5 of the Federal Trade Commission Act, 15 U.S.C. 

§ 45. Orders resulting from these actions further clarify the measures businesses must take to meet 

their data security obligations.20 

43. Because Defendant was entrusted with consumers' PII and PHI, it had, and has, a 

duty to consumers to keep their PII and PHI secure. 

44. Consumers, such as Plaintiff and the Class, reasonably expect that when they 

provide PII and PHI to Defendant, it will safeguard their PII and PHI. 

45. Nonetheless, Defendant failed to prevent the Data Breach discussed below. Had 

Defendant properly maintained and adequately protected its systems, it could have prevented the 

Data Breach. 

VI. HIPAA Standards and Violations 

46. In addition to failing to follow universal data security practices, Defendant failed 

to follow healthcare industry standard security practices, including: 

20  Federal Trade Commission, Privacy and Security Enforcement.• Press Releases, 
https://www.ftc. g ov/news-events/media-resources/protecting-consumer-privacy/urivac~- 
security-enforcement. 
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a. Failing to protect against any reasonably anticipated threats or hazards to the 

security or integrity of electronic PHI in violation of 45 C.F.R. § 164.306(a)(2); 

b. Failing to ensure compliance with HIPAA security standards by their workforce or 

agents in violation of 45 C.F.R § 164.306(a)(94); 

c. Failing to effectively train all members of its workforce and its agents on the 

policies and procedures with respect to PHI as necessary to maintain the security 

of PHI in violation of C.F.R. § 164.530(b) and 45 C.F.R. § 164.308(a)(5); and 

d. Failing to design and implement and enforce policies and procedures to establish 

administrative safeguards to reasonably safeguard PHI in compliance with 45 

C.F.R. § 164.530(c). 

CLASS ALLEGATIONS 

47. Plaintiff, individually and on behalf of others similarly situated, brings this class 

action pursuant to Tex. R. Civ. P. 42. 

48. The proposed Class is defined as follows: 

All persons who are citizens of Texas and whose PII and PHI was 
maintained on Defendant's servers that were compromised in the 
Data Breach. 

49. Plaintiff reserves the right to modify, change, or expand the definitions of the 

proposed Class based upon discovery and further investigation. 

50. Numerosity: The proposed Class is so numerous that joinder of all members is 

impracticable. Although the precise number is not yet known to Plaintiff, Defendant has reported 

that the number of consumers affected by the Data Breach is 15,062 as of July 1, 2022.21  The Class 

Members can be readily identified through Defendant's records. 

zl littps://ocrportal.hhs.gov/ocr/breach/breachcreport jsf 
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51. Commonality: Questions of law or fact common to the Class include, without 

limitation: 

a. Whether Defendant owed a duty or duties to Plaintiff and the Class to exercise due 
care in collecting, storing, safeguarding, and obtaining their PII and PHI; 

b. Whether Defendant breached that duty or those duties; 

c. Whether Defendant failed to establish appropriate administrative, technical, and 
physical safeguards to ensure the security and confidentiality of records to protect 
against known and anticipated threats to security; 

d. Whether the security provided by Defendant was satisfactory to protect customer 
information as compared to industry standards; 

e. Whether Defendant misrepresented or failed to provide adequate information to 
customers regarding the type of security practices used; 

f. Whether Defendant knew or should have known that it did not employ reasonable 
measures to keep Plaintiff's and the Class's PIl and PHI secure and prevent loss or 
misuse of that PII and PHI; 

g. Whether Defendant acted negligently in connection with the monitoring and 
protecting of Plaintiff's and Class's PII and PHI; 

h. Whether Defendant's conduct was intentional, willful, or negligent; 

i. Whether Defendant violated any and all statutes and/or common law listed herein; 

j. Whether the Class suffered damages as a result of Defendant's conduct, omissions, 
or misrepresentations; and 

k. Whether the Class is entitled to injunctive, declarative, and monetary relief as a 
result of Defendant's conduct. 

52. Typicality: The claims or defenses of Plaintiff are typical of the claims or defenses 

of the Class. Class members were injured and suffered damages in substantially the same manner 

as Plaintiff, Class members have the same claims against Defendant relating to the same course of 

conduct, and Class members are entitled to relief under the same legal theories asserted by 

Plaintiff. 
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53. Adequacy: Plaintiff will fairly and adequately protect the interests of the proposed 

Class and has no interests antagonistic to those of the proposed Class. Plaintiff has retained counsel 

experienced in the prosecution of complex class actions including, but not limited to, data 

breaches. 

54. Predominance: Questions of law or fact common to proposed Class members 

predominate over any questions affecting only individual members. Common questions such as 

whether Defendant owed a duty to Plaintiff and the Class and whether Defendant breached its 

duties predominate over individual questions such as measurement of economic damages. 

55. Superiority: A class action is superior to other available methods for the fair and 

efficient adjudication of these claims because individual joinder of the claims of the Class is 

impracticable. Many members of the Class are without the financial resources necessary to pursue 

this matter. Even if some members of the Class could afford to litigate their claims separately, such 

a result would be unduly burdensome to the courts in which the individualized cases would 

proceed. Individual litigation increases the time and expense of resolving a common dispute 

concerning Defendant's actions toward an entire group of individuals. Class action procedures 

allow for far fewer management difficulties in matters of this type and provide the unique benefits 

of unitary adjudication, economies of scale, and comprehensive supervision over the entire 

controversy by a single judge in a single court. 

56. Manageability: Plaintiff is unaware of any difficulties that are likely to be 

encountered in the management of this action that would preclude its maintenance as a class action. 

57. The Class may be certified pursuant to Rule 42(b)(2) because Defendant has acted 

on grounds generally applicable to the Class, thereby making appropriate final injunctive relief or 

corresponding declaratory relief with respect to the Class as a whole. 
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58. The Class may also be certified pursuant to Rule 42(b)(3) because questions of law 

and fact common to the Class will predominate over questions affecting individual members, and 

a class action is superior to other methods for fairly and efficiently adjudicating the controversy 

and causes of action described in this Complaint. 

59. Particular issues under Rule 42(d) are appropriate for certification because such 

claims present particular, common issues, the resolution of which would advance the disposition 

of this matter and the parties' interests therein. 

CAUSES OF ACTION 

COUNTI 
NEGLIGENCE 

(on behalf of the Class) 

60. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

61. Defendant owed a duty of care to Plaintiff and Class members to use reasonable 

means to secure and safeguard the entrusted PII and PHI, to prevent its unauthorized access and 

disclosure, to guard it from theft, and to detect any attempted or actual breach of its systems. These 

common law duties existed because Plaintiff and Class members were the foreseeable and probable 

victims of any inadequate security practices. In fact, not only was it foreseeable that Plaintiff and 

Class members would be harmed by the failure to protect their PII and PHI because hackers 

routinely attempt to steal such information and use it for nefarious purposes, but Defendant knew 

that it was more likely than not Plaintiff and Class members would be harmed by such exposure 

of their PII and PHI. 

62. Defendant's duties to use reasonable security measures also arose as a result of the 

special relationship that existed between Defendant, on the one hand, and Plaintiff and Class 

members, on the other hand. The special relationship arose because Plaintiff and Class members 
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entrusted Defendant with their PII and PHI, Defendant accepted and held the PII and PHI, and 

Defendant represented that the PII and PHI would be kept secure pursuant to its data security 

policies. Defendant alone could have ensured that its data security systems and practices were 

sufficient to prevent or minimize the Data Breach. 

63. Defendant's duties to use reasonable data security measures also arose under 

Section 5 of the Federal Trade Commission Act ("FTC Act"), 15 U.S.C. § 45, which prohibits 

"unfair ... practices in or affecting commerce," including, as interpreted and enforced by the FTC, 

the unfair practice of failing to use reasonable measures to protect PII and PHI. Various FTC 

publications and data security breach orders further form the basis of Defendant's duties. In 

addition, individual states have enacted statutes based upon the FTC Act that also created a duty. 

64. Defendant's violations of Section 5 of the FTC Act constitute negligence per se. 

65. Defendant breached the aforementioned duties when it failed to use security 

practices that would protect the PIl and PHI provided to it by Plaintiff and Class members, thus 

resulting in unauthorized third-party access to the Plaintiff's and Class members' PIl and PHI. 

66. Defendant further breached the aforementioned duties by failing to design, adopt, 

implement, control, manage, monitor, update, and audit its processes, controls, policies, 

procedures, and protocols to comply with the applicable laws and safeguard and protect Plaintiff's 

and Class members' PII and PHI within its possession, custody, and control. 

67. As a direct and proximate cause of failing to use appropriate security practices, 

Plaintiff's and Class members' PII and PHI was disseminated and made available to unauthorized 

third parties. 

68. Defendant admitted that Plaintiff's and Class members' PII and PHI was 

wrongfully disclosed as a result of the Data Breach. 
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69. The Data Breach caused direct and substantial damages to Plaintiff and Class 

members, as well as the possibility of future and imminent harm through the dissemination of their 

PII and PHI and the greatly enhanced risk of credit fraud or identity theft. 

70. By engaging in the forgoing acts and omissions, Defendant committed the common 

law tort of negligence. For all the reasons stated above, Defendant's conduct was negligent and 

departed from reasonable standards of care including by, but not limited to: failing to adequately 

protect the PII and PHI; failing to conduct regular security audits; and failing to provide adequate 

and appropriate supervision of persons having access to Plaintiff's and Class members' PII and 

PHI. 

71. But for Defendant's wrongful and negligent breach of its duties owed to Plaintiff 

and the Class, their PII and PHI would not have been compromised. 

72. Neither Plaintiff nor the Class contributed to the breach or subsequent misuse of 

their PII and PHI as described in this Complaint. As a direct and proximate result of Defendant's 

actions and inactions, Plaintiff and the Class have been put at an increased risk of credit fraud or 

identity theft, and Defendant has an obligation to mitigate damages by providing adequate credit 

and identity monitoring services. Defendant is liable to Plaintiff and the Class for the reasonable 

costs of future credit and identity monitoring services for a reasonable period of time, substantially 

in excess of one year. Defendant is also liable to Plaintiff and the Class to the extent that they have 

directly sustained damages as a result of identity theft or other unauthorized use of their PII and 

PHI, including the amount of time Plaintiff and the Class have spent and will continue to spend as 

a result of Defendant's negligence. Defendant is also liable to Plaintiff and the Class to the extent 

their PII and PHI has been diminished in value because Plaintiff and the Class no longer control 

their PII and PHI and to whom it is disseminated. 
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COUNTII 
INVASION OF PRIVACY 

(on behalf of the Class) 

73. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

74. Defendant invaded Plaintiff s and the Class's right to privacy by allowing the 

unauthorized access to their PII and PHI and by negligently maintaining the confidentiality of 

Plaintiff's and the Class's PII and PHI, as set forth above. 

75. The intrusion was offensive and objectionable to Plaintiff, the Class, and to a 

reasonable person of ordinary sensibilities in that Plaintiff's and the Class's PII and PHI was 

disclosed without prior written authorization from Plaintiff and the Class. 

76. The intrusion was into a place or thing which was private and is entitled to be 

private, in that Plaintiff and the Class provided and disclosed their PII and PHI to Defendant 

privately with an intention that the PII and PHI would be kept confidential and protected from 

unauthorized disclosure. Plaintiff and the Class were reasonable to believe that such information 

would be kept private and would not be disclosed without their written authorization. 

77. As a direct and proximate result of Defendant's above acts, Plaintiff's and the 

Class's PII and PHI was viewed, distributed, and used by persons without prior written 

authorization and Plaintiff and the Class suffered damages as described herein. 

78. Defendant is guilty of oppression, fraud, or malice by permitting the unauthorized 

disclosure of Plaintiff's and the Class's PII and PHI with a willful and conscious disregard of their 

right to privacy. 

79. Unless and until enjoined, and restrained by order of this Court, Defendant's 

wrongful conduct will continue to cause Plaintiff and the Class great and irreparable injury in that 

the PII and PHI maintained by Defendant can be viewed, printed, distributed, and used by 
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unauthorized persons. Plaintiff and the Class have no adequate remedy at law for the injuries in 

that a judgment for the monetary damages will not end the invasion of privacy for Plaintiff and the 

Class, and Defendant may freely treat Plaintiff's and the Class's PII and PHI with sub-standard 

and insufficient protections. 

COUNT III 
UNJUST ENRICHMENT 

(on behalf of the Class) 

80. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

81. Plaintiff and the Class have an interest, both equitable and legal, in their PII and 

PHI that was conferred upon, collected by, and maintained by Defendant and that was ultimately 

compromised in the Data Breach. 

82. Defendant, by way of its acts and omissions, knowingly and deliberately enriched 

itself by saving the costs it reasonably should have expended on security measures to secure 

Plaintiff's and the Class's PII and PHI. 

83. Defendant also understood and appreciated that the PII and PHI pertaining to 

Plaintiff and the Class was private and confidential and its value depended upon Defendant 

maintaining the privacy and confidentiality of that PII and PHI. 

84. Instead of providing for a reasonable level of security that would have prevented 

the breach—as is common practice among companies entrusted with such PII and PHI—

Defendant instead consciously and opportunistically calculated to increase its own profits at the 

expense of Plaintiff and the Class. Nevertheless, Defendant continued to obtain the benefits 

conferred on it by Plaintiff and the Class. The benefits conferred upon, received, and enjoyed by 

Defendant were not conferred officiously or gratuitously, and it would be inequitable and unjust 

for Defendant to retain these benefits. 
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85. Plaintiff and the Class, on the other hand, suffered as a direct and proximate result. 

As a result of Defendant's decision to profit rather than provide requisite security, and the resulting 

breach disclosing Plaintiff's and the Class's PII and PHI, Plaintiff and the Class suffered and 

continue to suffer considerable injuries in the forms of, inter alia, attempted identity theft, time 

and expenses mitigating harms, diminished value of PII and PHI, loss of privacy, and increased 

risk of harm. 

86. Thus, Defendant engaged in opportunistic conduct in spite of its duties to Plaintiff 

and the Class, wherein it profited from interference with Plaintiff's and the Class's legally 

protected interests. As such, it would be inequitable, unconscionable, and unlawful to permit 

Defendant to retain the benefits it derived as a consequence of its conduct. 

87. Accordingly, Plaintiff, on behalf of herself and the Class, respectfully requests that 

this Court award relief in the form of restitution or disgorgement in the amount of the benefit 

conferred on Defendant as a result of its wrongful conduct, including specifically, the amounts that 

Defendant should have spent to provide reasonable and adequate data security to protect Plaintiffl s 

and the Class's PII and PHI, and/or compensatory damages. 

COUNTIV 
BAILMENT 

(on behalf of the Class) 

88. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

89. Plaintiff and the Class provided, or authorized disclosure of, their PII and PHI to 

Defendant. 

90. In allowing their PII and PHI to be made available to Defendant, Plaintiff and the 

Class intended and understood that Defendant would adequately safeguard their PII and PHI. 
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91. For its own benefit, Defendant accepted possession of Plaintiffls and the Class's 

PII and PHI. 

92. By accepting possession of Plaintiff's and the Class's PII and PHI, Defendant 

understood that Plaintiff and the Class expected Defendant to adequately safeguard their PII and 

PHI. Accordingly, a bailment (or deposit) was established for the mutual benefit of the parties. 

During the bailment (or deposit), Defendant owed a duty to Plaintiff and the Class to exercise 

reasonable care, diligence, and prudence in protecting their personal information. 

93. Defendant breached its duty of care by failing to take appropriate measures to 

safeguard and protect Plaintiff's and the Class's personal information, resulting in the unlawful 

and unauthorized access to and misuse of their PII and PHI. 

94. As a direct and proximate result of Defendant's breach of its duty, Plaintiff and 

Class Members suffered consequential damages that were reasonably foreseeable to Defendant, 

including but not limited to the damages set forth above. 

95. As a direct and proximate result of Defendant's breach of its duties, the personal 

information of Plaintiff and the Class entrusted, directly or indirectly, to Defendant during the 

bailment (or deposit) was damaged and its value diminished. 

COUNT V 
BREACH OF IMPLIED CONTRACT 

(on behalf of the Class) 

96. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

97. Defendant invited Plaintiff and the Class to provide their PII and PHI to Defendant. 

As consideration for the benefits Defendant was to administer, Plaintiff and the Class provided 

their PII and PHI to Defendant. When Plaintiff and the Class provided their PII and PHI to 

Defendant, they entered into implied contracts by which Defendant agreed to protect their PII and 
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PHI and only use it solely to administer benefits. As part of the offer, Defendant would safeguard 

the PII and PHI using reasonable or industry-standard means. 

98. Accordingly, Plaintiff and the Class accepted Defendant's offer to administer 

benefits and provided Defendant their PII and PHI. 

99. Plaintiff and the Class fully performed their obligations under the implied contracts 

with Defendant. However, Defendant breached the implied contracts by failing to safeguard 

Plaintiff's and the Class's PII and PHI. 

100. The losses and damages Plaintiff and the Class sustained that are described herein 

were the direct and proximate result of Defendant's breaches of its implied contracts with them. 

Additionally, because Plaintiff and the Class continue to be-parties to the ongoing administration 

and distribution of benefits under the contracts, and because damages may not provide a complete 

remedy for the breaches alleged herein, Plaintiff and the Class are therefore entitled to specific 

performance of the contracts to ensure data security measures necessary to properly effectuate the 

contracts maintain the security of their PII and PHI from unlawful exposure. 

101. Defendant's conduct as alleged herein also violated the implied covenant of good 

faith and fair dealing inherent in every contract, and it is liable to Plaintiff and the Class for 

associated damages and specific performance. 

COUNT VI 
BREACH OF CONFIDENCE 

(on behalf of the Class) 

102. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

103. As alleged above, Plaintiff and the Class had agreements with Defendant, both 

express and implied, that required Defendant to keep their PII and PHI confidential. 
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104. Defendant breached that confidence by disclosing Plaintiff's and the Class's PII 

and PHI without their authorization and for unnecessary purposes. 

105. As a result of the data breach, Plaintiff and the Class suffered damages that were 

attributable to Defendant's failure to maintain confidence in their PII and PHI. 

COUNT VII 
INVASION OF PRIVACY - INTRUSION UPON SECLUSION 

(on behalf of the Class) 

106. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

107. Plaintiff and Class members have objective reasonable expectations of solitude and 

seclusion in their personal and private information and the confidentiality of the content of 

personal information and non-public medical information. 

108. Defendant intruded upon that seclusion by allowing the unauthorized access to the 

Plaintiff and Class members' PII and PHI without Plaintiff and Class members' consent, 

knowledge, authorization, notice, or privilege by negligently maintaining the confidentiality of 

Plaintiff and Class members' information as set out above. 

109. Defendant's breach of the confidentiality resulted in insecure systems allowing 

harmful disclosure of the information to criminals and criminal data markets. 

110. The intrusion was offensive and objectionable to Plaintiff, Class members, and to 

a reasonable person of ordinary sensibilities in that Plaintiff and Class members' sensitive 

information was disclosed without prior written authorization of Plaintiff and the Class. 

111. The intrusion was into a place or thing which was private and is entitled to be 

private, in that Plaintiff and the Class members provided and disclosed their PII and PHI to 

Defendant privately with the intention that the PII and PHI would be kept confidential and 

22 

Case 2:23-cv-00047   Document 1-1   Filed on 02/10/23 in TXSD   Page 53 of 66



protected from unauthorized disclosure. Plaintiff and Class members were reasonable to believe 

that such information would be kept private and would not be disclosed without consent. 

112. Plaintiff and Class members were further reasonable to believe that the PII and PHI 

would be reasonably protected against third-party criminal extraction through foreseeable hacking 

activity. 

113. This improper disclosure increased the risk that the personal data was delivered to 

criminal data markets thereby increasing the risk of identity theft to Plaintiff and Class members. 

114. The harm included the erosion of the essential confidential relationship between the 

patient and the healthcare provider. 

115. As a direct and proximate result of the unauthorized disclosure, Defendant caused 

Plaintiff and Class members the following damages: 

a. Sensitive and confidential information is no longer private; 

b. Erosion of provider-patient relationship; 

c. Loss of value of provider-patient relationship; 

d. General damages for invasion of privacy rights in an amount to be determined by a 

jury; 

e. Nominal damages for each independent violation; 

f. Unlawful taking of valuable data without compensating Plaintiff or the Class. 

g. Plaintiff and class members did not get the full value of the medical services for 

which they paid, which included the duty to maintain confidentiality of the PII and 

PHI; 

h. Diminution of value of Plaintiff's and Class members' PII and PHI. 

COUNT VIII 
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VIOLATIONS OF THE TEXAS DECEPTIVE TRADE PRACTICES- 
CONSUMER PROTECTION ACT 

Tex. Bus. & Com. Code Ann. § 17.41, et seq. 
(on behalf of the Class) 

116. Plaintiff hereby incorporates by reference all preceding paragraphs as though fully 

set forth herein. 

117. Plaintiff intends to assert a claim under the Texas Deceptive Trade Practices-

Consumer Protection Act, Tex. Bus. & Com. Code Ann. § 17.41, et seq., on behalf of the Class. 

Plaintiff provided written notice in satisfaction of Tex. Bus. & Com. Code Ann. § 17.505 on 

December 30, 2022, and may amend this Complaint to assert a claim under the statute once the 

required 60 days have elapsed. This paragraph is included for purposes of notice only and is not 

intended to actually assert a claim under the statute. 

CONDITIONS PRECEDENT 

118. All conditions precedent to Plaintiff's right to recover the relief sought herein have 

occurred, been satisfied, or been waived. 

PRAYER FOR RELIEF 

WHEREFORE, Plaintiff, individually and on behalf of all others similarly situated, prays 

for a judgment against Defendant as follows: 

a. For an order certifying the proposed Class, appointing Plaintiff as Representative 
of the proposed Class, and appointing the law firms representing Plaintiff as counsel 
for the Class; 

b. For compensatoiy and punitive and treble damages in an amount to be determined 
at trial; 

c. Payment of costs and expenses of suit herein incurred; 

d. Both pre-and post judgment interest on any amounts awarded; 

e. Payment of reasonable attorneys' fees and expert fees; 

f. Such other and further relief as the Court may deem proper. 

24 
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DEMAND FOR JURY TRIAL 

Plaintiff hereby demands trial by jury and is paying the requisite fee herewith. 

Dated: January 10, 2023 Respectfully submitted, 

/s/AlexandeY Hilliard 
Robert C. Hilliard 
Texas Bar No. 09677700 
bobh@hmglawfirm.com 
Michael Richardson 
Texas Bar No. 24002838 
mrichardson@hmglawfirm.com 
Marion M. Reilly 
Texas Bar No. 24079195 
marion@hmglawfirm.com 
Alexander Hilliard 
Texas Bar No. 24099145 
alex@hmglawfirm.com 
HILLIARD 1VIARTINEZ GONZALEs LLP 
719 S. Shoreline Blvd. 
Corpus Christi, Texas 78401 
Phone: 361-882-1612 

*HMGService@hmglawfirm.com 
*Email for service of pleadings 

-And-

 

John Yanchunis 
Texas Bar No. 22121300 
JYanchunis@ForThePeople.com 
1VIORGAN & MORGAN, P.A. 
201 North Franklin Street, 7th Floor 
Tampa, Florida 33602 
Phone: (813) 275-5272 

-And-

 

Jeffrey Goldenberg (pro hac vice to be filed) 
Todd Naylor (pro hac vice to be filed) 
Robert Sherwood (pro hac vice to be filed) 
GOLDENBERG SCHNEIDER, LPA 
4445 Lake Forest Drive, Suite 490 
Cincinnati, Ohio 45242 
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Phone: (513) 345-8291 
jgoldenberg@gs-legal.com 
tnaylor@gs-legal.com 
rsherwood@gs-legal.com 

-And-

 

Charles Schaffer (pro hac vice to be filed) 
LEVIN, SEDRAN & BERIv1AN LLP 
510 Walnut Street, Suite 500 
Philadelphia, Pennsylvania 19106 
Phone: (215) 592-1500 
cschaffer@lfsblaw.com 

Counsel for Plaintiff and Proposed Class 
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EXHIBIT AEXHIBIT A 
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~ i~Ci~R,I~LJS~~~]E~N 
H~a1th SyStem 

Novomber 11, 2022 

t291 4@289 ••««•-AUrO"5-DIdIT 78360 
MARfA CONCEPCIC7N VERA 

._... . . _ 

Dear Maria Concepcion Vern, 

Our c.oxaxo,itmentr.to euu missioa,.to.,extend.tlie.healing.nuttistry ofdesus Christ, extends.••far beyond the physical-cmre: •~ 
we provide°to our patients, CHRISTUS Spolsrt 13calth Systcm ("CH1tISTUS Spohn") is nommitted to protcctingthe 
privacy and secctrity of our pationts' information, as well, bVc arc wri[ing to you bocausa'wc idcntificd that somc of youL 
informtttion may havc beon accdssed.or obtained in a qyberscaiuity incidcnt. This notico explaiqs tho utcidcnt, tztcasures 
we havc talcen,.and souie steps you aau takc in response to fisrthcr protoct your data (ttt no expense to you). 

On May 4, 2022, tho-GHRISTUS information technoloF,y stcurity tcam Icarned tl~at an unauthorizcd third pmrty gpincd 
acccss to our network and may have obtained ccrtain filcs frora CHRISTUa Spolun bctwecn Aprfl 9, 2022 - May 4, 2d222. 
We inimcdiately.bogan an. irivcstigation, artd we recently eomplcted a thorough revicw of tlte ~i1es a:ad determined that 
somc of your iti;Foxnation may have bccn contained in thc files, which xn,1y Ixttive ineludcd your navac, address, date of 
birdt, medical reeord number, Social Security nutnbcr, and health insuranec information. Somc limitcd clinical data may 
bave been included but it is importnnt to notc that your madical record was not acoessed by tbc unaut3iorixcd party nnd• ' 
your care'will not be alrecied... ' 

We are notii'~y►ing you.of tltis cvcnt and'otTcring to discuss any concerns you migltt•havc as a result. If you would likc to 
discuss this item fivthor, plcasc £cel frcc #o rcaclr out to us at this nutnber set fot dt bclow. Further, as a prccaution, wc 
are otl'cring you a Coniplimentary onc•ycar mcmbcrship in Bxperiae IdentityWorks,"M Crcdit 3B. Tlus product bclps 
detect possible misus;e of your personal infomaation and provides you •with identity protection services focused on 
inuncdiatr identification and resolution of idcntity thef`. TdcntityWorkssM is complctcly frec to you and we undcrstand 
tGat enrolling in this prograrn will not liurt'your credit scorc. For more inforrnatio3t oa identaty thet't prevention and 
Iden#itfforksl`*d, ancluditag iinstrttetions on how. to activate your complimetitary r;nettobership arnd inforrnation 
about identity protectiott; please see the additional inforcruttion provided with tiyis letter, 

We.deeply reb*ret any concern tliis ineidettt snay cause our patients: Moreover, we are continuing to enhanee our IT 
security.and data snfeguards in an effort to prevent similar incidents from oecurring in the fltture. Ii'you have questions 
about tliis utcident, plcase call (855) $U3-2683, Monday through Friday;  between 8.00 A.m, and 5.30 p,m. CentrAl Timc, 
excluding some major U.S. holidays. 

1''ar a solicitar lcr. versiv,i rtn c:spaf7ol cle as1a carla, conaunlqau:sc al (855) 503~2G83, d~ lunr s a vic+rnus di,  8: OD a. m, a 5; 3Q p,m„ 
horaylo C.enlral; =lttyencl4 algwnos clurs f%snvos cn.los Estaa'os Unfdos. 

Sinccrcly, 

JAW 
Gabriala Saenz; J.D. ~ 
Senior V'xce 1.'residart, .C1ricfFrivacy Officcr 
GHRISTUS Ii¢ulth 

Q,W1.1Sdy5.rto28a 
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AG#rvate rdentity'Worlcs Credit 3D Now in 7Chree Easy Steps 

1, ENRCLL by; k'ebrvary 2$, 2023 (Your code wilt not work after ttus d;tte.) . 

2. VISITthe Experiau IdentityWorks vvebsite to enroll: www.experianidworks.coml3bcredit 
3: PRQUIDE tlin Activation Code, ZK64RWfiZR 

Ifyou havc clucstions nbout thc product, nced assistance witlt identity restoration or would _likn an alternative to cnrolling. 
in Experian ldentityWtirks onBne, paease contact :txperian's custo.mer care tearn at ($A4) 700-023S by Feb,cuary 2,8; 
2023, Be; prepared to provide engagement number B070X14 as proof ot' eligibility far the idezttity restoration ser.vi.ces by 
Experian: 

ADDITIt7NAL DETAILS REGARD[NG YOUR 
MERIAN.IDENTITYWORICS CJ[tEDZT 3B MEMBERSHIPt 

Acrcdit card is ttot rcquirCd £or Gnrollrnent.in Experian IdcntityWorks Crcdit 313, 

You cari contact Experian immedintely without need'utg to enroll in tlie product rcgarding tiny fraud issues. Idcntity 
Rcstoration spccialists arc avaitable to help you addKcss crcdit arid non-crodit rel.zted frat:d. 

Onec you cnroll in $xperian IdontityWorks,you will.bave acccss tu thC: following additional fc'atuxes: 

* ■ Txnerixn credit report at'signtip: Scc wliit in'foririatiott is'associatcd with your crcdit filc. Daily crcdit -- 
xcports ara available £or onlinc membcrs only.* 

■ Creclit Moniitori4xgo.Actively monitors Experian, Equifax and Transunion files for indicators of f'raud.• 

■ Identity Itest4ration: Idcnt"tty Rcstoration spceinlists arc itnmcdiatcly availablc to hclp you address crcdit 
and non=crcditrclatcd fraud. 

■ Experinn ItlentityWorks ExtenclCAREV"; You rcccivo thc same higlt-lcvcl of Idcntity Rcstoration support 
even aftcr yvur Experian IdentityWorks membcrsl,ip has expired, 

■ CJp to $I 1tilillion Zdentity Tlieft Xnsurnnce": Providcs covcrasc for certain costs and unAuthorizcd 
cicctronic fund transfcrs. 

If you bclicvc thC"rC was ftudulcnt usc of your infbrmation and would liko to discuss bow you may be ablc to resolvc 
tltosc issucs, plcasc rcach out to an Experian agont at (844) 70Q-0235, If, aftcr discussing your situadon with an 
agent, it is detertnined tlint identity Restoration support is needed, then an Experian Identity RestorAtion agent is available 
to work. with you to invcstigate and resolvc cach incidcnt;of fraud that occurrcd (including, as appropriatc, hclping you 
witb contacting:credit grantors to disputc charges and alost accQunts; assisting you in placing a frcczo on your creditfile 
with tke throc.ivajor crcdit burottus; aiid assistin$ you with contacting,govorntncnt ngencics to help restore your identity 
to its proper condition). 

Pleasc notc that tliis Idcntity Rcstoration'support is available to you for one ycar froin thc dato of ihis lottcr and.does not 
rcntzirc any actian on your part at this timc, Thc'fcrms and Conditiom for this-otfcrarc locatcd at www.Expoiian Works. 

-gem/rescoration,You_will  also find. sclf-hclp tips and informatloit about idontity protcctioti at t]iis siie, _ 

• pil].inc uicnibcrs will bC oligiblc io cAll fp; atiditional rcports qua~lCrly af1Cr pnrolli~jg, , 
*w 1'he ldentity Theflllnsitrince is underwritten flnd adniinistcrcd byAtncrican Hankers Insiumncc CoinpAny of Clorida, AnAssurnnt 

company. Please rerer to the actual policies for terms, condit3ons, and exclusions of coverage, Coverage may not be pvailable in 
atl jurisdictions. 
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ADLi~L~C~`_ ?_ ~iEi~~C.~~'~~ 

Wc:rrrtirerl vi  ;t s 3:V 2.'.s.ad::s•abiC be r.a 1 xx j*ssz :!oe-  by re%zct%ing your nccount 
sta~z~ a~aT sw 4~~ :~cr•s. r~r~r ~~~m~ ~~+~■_rar~~x a~• c= Lm~ c.~fr ccport, frcc af - _ . • _ - ~►~is ~ e~-©r +i~ ~ 

. e. ~ I~ ~ TQ q-der vaur annua! ee . . .. . ~ . _. . - . 
~ ~ ~'~ ~ ~ ~ ~~cac JH~ =~~.=."=. C~v.̂~-. iu.`'oin.dtion for thc: 

3tr__  
• r~ ~ '"` ,r~ ~ -~-~, 'iit ` , _ ~,~.-~~s~ 
• _ ~~-z,r ?~ ~c.7.D4~~`1~,~ ~ ~^~ ~' -~̀~ ~. 

F' ;.+~ "~7C.'x. • ~ ~.~'.L ~ ~'~. ~>~lRY~: ' ... 

~~C. S~'.,L:.L.:.~—.-- i- ~ • ~.-.~.'~~"+a'.~'  v~~u"•i ~" ~."IY~~ ;W"~''r  ~+~ . . ~:..~ ~3:;~ ~"' IL.: 3ti'L' ~"-+^— ~.~- 
C̀:~'10.^G~.~~	 ~ •~' ~ ~; '~., L' ~~ S~R ~.. +.~tC ~ 2.' I~'/37b ,L"==. tc!:  i ~~ 25 -r~.. ' 

M=it:  
:epoix,.Obtain 3 C^pt' a= !h: po::~ ~c:'r ~ ~ ;-~c ~ a~~3 :0 ~.:a'.:~.:.'~.~ :~ ~,̂~,~ :o w -,.. ~~. ~v:~:a• 
CQiifact information for ihe Fedc:al.Trade Coa=iss;on :s as 

;., . . . Fccl~ral=7Yacle Camn,ission, Gonsumer,ltapot~ Cmtcr, 6U0 PcnnsylvaniuAvcauc i~T'W: Wpsivngtoir; DC ~OS$0; 
I-877,-IDTEiFFT(-_%343_VX EapE= ~MM+~~~•s~ 

_ .m 
. .. • - .. . . ... . ., , . 

r~ . . _ . .. 
. 4, . • _~ -__.. 

. 
.~ ••.,d:4'r. se.•. . .: _... .. . . . 

- '3~n•.' '?•;. 
. .__ . ... . . -. .. ~ 

1n.. „ • 

. ... . •4`' •;..• 

Ft'dUM"  
noticc that you may be a tiriCriim of .'raud—an aocs-..'Soa.rr~  
placed on your credit report if you suspect you have been,. or are about to •be, a victiin Qf itlentity theft. An initial fraud 
alert stays on your cxedit re:port for one year. Xou xaay have an extended atert placcd.on your credit report if you have 
alrcady been. a victim of idcntity tlieft with the_ appropriate documentary proof, An extcnded. fraud alert stays on your 
credit report for seven years. 

To'placc a fraud alcrt ort your arcdit;tcports, contact onc of thc na:tionwidc orcdit burcaus, A fraud alcrt.is frcc. Thc crcdit 
burcau you coittact must tcll thc othcr two, and all thrc:c will placo an olort on tbcir vcrsions of your roport. 

For thosc iit.the military who want to protect thoir:credit whilc dcploycd;  an Active Duty 1Vlilitaiy p'raud A:lcrt lAsts ;Por 
one yettr;apd; can.bC rCuqwCd for th;o lcngtli of your doployment. Tlic crcdit bureaus will also takc you oZthcir marketing 
lists for pre-scrceaied crcdit card;oETors f4r tvvo. years, utilcss you ask titic,n not to. 

Credit or SQcurity Frcezcs: You have the right to put a credifi freeze,, also knowrr as a security frecze, on your credit file, fl'eo 
of :charge; which mikes it inore di(llcultforidentity thiEves to open new•accounts. in your nanie. That,s becaase-most-creditors 
necd. to. see your ctt:ditreport before they approve a new account, If they can'tsee your repoit, they rany not extend the credit. 

How dn .Iplcrcc tt fracazrs on my,  crrrdfr repot•G`? Tltcro is no fcc to placc or tiFt a sccurity frcczc, Unlikc a fraud alcrt, 
you tuttst scparatcly' place a sccurity t'rccze on your crcdit filc at cacli crcdit reportint; company, Por information and 
instructions to placc a,sccurity frcczc; contact each of thc cmdit repordng agcncies at dic. addresscs bclow: 

• Experiau Secarity Preeze, p0 Box )S54,Allen, TX 750.13, 
a Tt'ansUuion Scettrity FrCeze, "P0'BQx 2000, Chester, PA 11)01fi; ynm,yr.trgnsunien.com 
~ Equifax.ScCnrityFrceze, PO Box.IQ578R,Atlanta, GA3t134R, wwwctmifaa.com 

You'El.neccl ta supply your namc, address, date of birth, Social Security number and other personal information. 

Afftcr racciving your freeza rcqucst;  each crcdit burcnu will providc you with a uriiquc PIN (personal idcntil'ication 
numbcr) or password, I(ccp dhc PCN or password in a safc placc. You will nced it if you choosc to l'itlr thc frcczc. 

HQw do 111Ji qfivcwe7 Afrcczc rcmains in place until you ask •thc crcdit bure:tu to tomporarily lifr it or rcmovc it 
altogcthcr. IF the: rcqui,st is madc onliiic or by plionc, .a .crcdit burcau nYust li£t a freczc wxtlai,a onc hour, If tho raryuest is 
snadc by rnail, tlion thc burc7u must lift tlic frccze no latcr dian, thrcc businoss days ancr gctting your ircyucst: 

4m 
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If you opt for.a tcmporary 1i#'t bccausc you 1rc applying for o'cdit or a job, and you can fcnd out whicv credit burcau 
the business will contact £or your file, you can.save some time by lifting the freeze only at that particular credit bureau. 
Uthcrwisc,.you~necd to makc thc rct),ucst with all three credit bureaus, 

You may contactChristus Spohn at 1702 Santa•Fc, Corpug-Cliristi,'CX784041(301) $$1-3UUi?, 

A Sammary -oP'Your Rights CJnder the k'aiir Credit I3eporting Act: Thc fcdcral pair Crcdit Rcporting.Act (pCRA) 
promo,tcs zlic. accuracy, ftlia7acss, and Privacy of inforcnation in tlic fYics of cousutncr rcporting agcncics. Tlicrc arc 
nlaiiy typcs of consunicr rcporting agoncics, including ,crcdit burcaus and spccialty agoncios (such 5s agcncics that scll 
inforination about cltccic writing liistorics; rncdicAl rccords, and rental historyrecords). Your major rights undor thc FCRA 
are surii(narizcd bclow 1~'or moro inforrriation, including infocYnation a6out additional rights, go to tivww conslrrnorfin;tncc~ 
l;ov_/leammcnc  or write to: Consumer Financiai Protection.Biiteau,1700 GStreet N.W., Washington, DC 20552. 

+ You. must be told if AnfortnAtion' in t]icir i71c ltas boon uscd against thcm. 
.• You havo thc right to know whatis in tlicir filc. 
• You.havc thc right to ask for a crcdit scorc, 
• You bavc tlsc right to disputc incomplctc or inaccurate information. 
• Consumcc rcporting agcncics-must corrcct or dcictc inaccuratc, incomplctc, or unvcrifiablc information: 

- - - ..—.• ,.Consuincr rcporting,ngcncics-may..not-repoitoutdatcd ncgativC infonnntion.,  
• Acccss to your falc is 

i
 limitcd. 

• You n~.ust givc thcir conscnt for rcports to bc provided to cmploycrs. , 
+ You rnay lunit "prescrccncd" oacrs ot' crcdit and insurancc thcy gct bascd on inforrntttion in tlicir crcdit rcport. 
+ You. bavc 1 right to plAcc a"sccurity frcczc" on your crcdit rcport, wliioh will proliibit a-  consumcr 

ropoxting,agcncy froni rcloasing infor4aation in your crcdit rcport wxtltout your cxpress authorization. 
• You may sec.k daynages frorri violators. 
. ldentiry tlioft vietiruS And Aetivc duty inilittuypersonncl havc additiounl rights, 
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Automated Certificate of eService 
This automated certificate of service was created by the efiling system. 
The filer served this document via email generated by the efiling system 
on the date and to the persons listed below. The rules governing 
certificates of service have not changed. Filers must still provide a 
certificate of service that complies with all applicable rules. 

Annabel Garza on behalf of Alex Hilliard 
Bar No. 24099145 
agarza@hmglawfirm.com 
Envelope ID: 71677828 
Status as of 1/11 /2023 3:23 PM CST 

Case Contacts 

Name BarNumber Email TimestampSubmitted Status 

Marion Reilly 

 

marion@hmglawfirm.com 1/10/2023 9:34:51 PM SENT 

Michael Richardson 

 

mrichardson@hmglawfirm.com 1/10/2023 9:34:51 PM SENT 

Alex Hilliard 

 

Alex@hmglawfirm.com 1/10/2023 9:34:51 PM SENT 

Robert C.Hilliard 

 

bobh@hmglawfirm.com 1/10/2023 9:34:51 PM SENT 

HMG Service 

 

HMGService@hmglawfirm.com 1/10/2023 9:34:51 PM SENT 

John Yanchunis 22121300 jyanchunis@forthepeople.com 1/10/2023 9:34:51 PM SENT 

Jeffrey Goldenberg 

 

jgoldenberg@gs-legal.com 1/10/2023 9:34:51 PM SENT 

Todd Naylor 

 

tnaylor@gs-legal.com 1/10/2023 9:34:51 PM SENT 

Robert Sherwood 

 

rsherwood@gs-legal.com 1/10/2023 9:34:51 PM SENT 

Charles Schaffer 

 

eschaffer@Ifsblaw.com 1/10/2023 9:34:51 PM SENT 

Case 2:23-cv-00047   Document 1-1   Filed on 02/10/23 in TXSD   Page 63 of 66



https://research.txcourts.gov/CourtRecordsSearch/ViewCasePrint/c2e2ec8afda451b3aa0c872888bbd85d

Case Information
Maria Vera vs. Christus Spohn Health System Corporation
2023CCV-60024-1

Location

Nueces County - County Clerk
Case Category

Civil - Other Civil
Case Type

Other Civil
Case Filed Date

1/9/2023

Judge

Robinson, Todd
Case Status

Open (Pending)

Parties 2

Type Name Nickname/Alias Attorneys

Plaintiff Maria Vera Individually And On Behalf Of
All Other Similarly Situated

Alexander Hilliard, John A Yanchunis

Defendant Christus Spohn Health System Corporation

Events 4

Date Event Type Comments Documents

1/9/2023 Filing Service Request Information
Sheet

Service Requested Service Requested.pdf

1/9/2023 Filing Petition Plaintiffs' Original Petition Plaintiffs' Original Petition.pdf

1/10/2023 Filing Amended Petition Plaintiff's First Amended
Petition

2023-01-10 Plaintiff's 1st Amd Petition.pdf

1/20/2023 Filing Notice Notice of Appearance JAY Notice of Appearance .pdf

© 2023 Tyler Technologies, Inc. | All Rights Reserved

Version: 2023.1.0.10136
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LIST OF ALL COUNSEL OF RECORD    
 

Alexander Hilliard (SBN # 24099145)  
Michael Richardson (SBN # 24002838) 
Marion M. Reilly (SBN # 24079195) 
Robert C. Hilliard (SBN # 09677700) 
HILLARD MARTINEZ GONZALEZ LLP 
719 Shoreline Blvd. 
Corpus Christi, Texas 78401 
Tel: 361-882-1612 
Fax: 361-882-3015 
Email: alex@hmglawfirm.com 
 mrichardson@hmglawfirm.com 
 marion@hmglawfirm.com 
 bobh@hmglawfirm.com 
 
John Yanchunis (SBN # 22121300) 
MORGAN & MORGAN, P.A. 
201 North Franklin St., 7th Floor 
Tampa, Florida 33602 
Tel: (813) 275-5272 
Fax: (813) 222-4736 
Email: jyanchunis@forthepeople.com 
 
Jeffrey Goldenberg (pro hac vice)  
Todd Naylor (pro hac vice)  
Robert Sherwood (pro hac vice)  
GOLDENBERG SCHNEIDER, LPA 
4445 Lake Forest Dr., Ste. 490 
Cincinnati, Ohio 45242 
Tel: (513) 513-982-1569 
Fax: (513) 345-8294 
Email: jgoldenberg@gs-legal.com 

tnaylor@gs-legal.com 
 rsherwood@gs-legal.com 
 
Charles Schaffer (pro hac vice)  
LEVIN, SEDRAN & BERMAN LLP 
510 Walnut Street, Ste. 500 
Philadelphia, Pennsylvania 19106 
Tel: (215) 592-1500 
Fax: (215) 592-4663 
Email: cschaffer@lfsblaw.com 
 
Counsel for Plaintiff Maria Vera, individually and 
on behalf of all others similarly situated  
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Michelle R. Gomez (SBN # 24087598) 
Southern District of Texas Federal ID No. 3834343 
BAKER & HOSTETLER, LLP 
1801 California, Ste. 4400 
Denver, CO 80202 
Tel: (303) 861-0600 
Fax: (303) 861-7805 
Email: mgomez@bakerlaw.com  
 
Tamara D. Baggett (SBN # 24058573) 
Southern District of Texas Federal ID No. 3450973 
BAKER & HOSTETLER, LLP 
2850 North Harwood Street, Suite 1100 
Dallas, TX 75201-2640 
Tel: (214) 210.1200 
Fax: (214) 210-1201 
Email: tbaggett@bakerlaw.com 
 
Counsel for Defendant Christus Spohn Health  
System Corporation 
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